CISCO VPN CLIENT INSTALLATION PROCEDURES

1. Obtain the CISCO Anyconnect client install executable from the VPN Downloads website at
http://www.ct.gov/best/cwp/view.asp?a=2516&q=320888 to start installation click on the link
labeled:

= anyconneck-win-3, 1,051 52-web-deploy-k3, exe

2. Click on run to proceed with the installation
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Do you want to run this file?

@ Mame: ..ts\anyconned-win-3.1.05152-web-deploy-k3.exe
Publisher: Cisco Systems, Inc, i
Type: Application |

From: SOWPHN Clients\anyconnect-win-3.1,05152-web-d... I

Run ] [ Cancel J

Abways ask before opening this file

patentialy ham your computer. Onby run saftware from publishers
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= you trust. What 's the risk?

3. Click Next to continue.
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http://www.ct.gov/best/cwp/view.asp?a=2516&q=320888

4. Click to accept End-User License Agreement. Click Next to continue.

i& Cisco AnyConnect Secure Mobility Client Setup

End-User License Agreement / 5
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Please read the following license agreement carefully . o
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Supplemental End User License Agreement for Cisco Systems
AnyComnect Secure Mobiity and other related Chent
Software

MPOETANT: EEAD CAREFULLY

This Supplemental End User License Agreement {"=ETTLA") contains
additional terms and conditions for the Software Product licensed
under the End User License Agreement ("ETTLA") between Tou v

*})I accept the terms in the License Agreement

()1 do not accept the terms in the License Agresment
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5. Click Install to install VPN Client.
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Click "Install" to begin the installation, IF wou wank to review or change any of your
installation setkings, click "Back”. Click "Cancel" b exit the wizard,

Advanced Installer
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6. Install will start.

i Cisco AnyConnect Secure Mobility Client Setup

Installing Cisco AnyConnect Secure Mobility Client »

Please wait while the Setup Wizard installs Cisco &nyConnect Secure Maobility
Client, This may take several minukes.
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Advanced Installer

< Back Mext =

7. Click Finish to complete installation.

i& Cisco AnyConnect Secure Mobility Client Setup

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Click the Firish buttan ko exit the Setup ‘Wizard,
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TO RUN VPN

1. Click on Start = All Programs = Cisco
Click on Cisco AnyConnect Secure Mobility Client
Click on Cisco AnyConnect Secure Mobility Client

8 Cisco AnyConnect Secure Mability Client &' Cisco AnyConnect Secure Mohilicy Client

2. The Cisco Any Connect Secure Mobility Client login will be launched. Enter your connection
profile in the given format with the group name obtained from your instructions. Then Click
Connect.

Connection profile: vpn.ct.gov/ “ cisco group name” (it will be the URL supplied and it MUST
BE lower case) (DO NOT use http or https in front)

& Cisco AnyConnect Secure Mobility Client |Z||:,fz|

Connection profile: XXXXX

& v
é Ready to connect,
—_— | v| [ Canneck
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Note: If by chance you enter the Connection Profile incorrectly (ie. wrong case or use of protocol in front
FQDN, etc.) the first time, you will need to restart your machine to clear the cache.

3. If the connection profile is correct, you will be prompted for your Username and Password.
Username: XXXXX
Password: YYYYYYYY#####t# (where Y is your 8-digit pin and # is the RSAtokencode on your key
fob)
If you had a existing pin on your Avaya VPN client,Enter the information and Click OK and you
will be prompted with the dialog box in step 7.

y' Cisco AnyConnect | vpn.ct.gov/best-te...

PR o o — . Username: XXXXX(same as in avaya)

Usemame: Password: YYYYYYYY#####H#H
Password: (where Y is your 8-digit pin and #

is the RSAtokencode on your key
\{ fob)
ok || caxe |




NOTE*** If you are new user without a existing Pin from the old Avaya/Nortel Client,

proceed with the instructions below. There is NO PIN so just enter the RSAtokencode
&' Cisco AnyConnect | vpn.ct.govibest-te... ﬂ

Please enter your username and password,

Username: Username: XXXXX ( same as in avaya

Password: Password: i

(where # represents the RSAtokencode)
\ ot || concel |

4. Create a PIN MUST BE 8 alphanumeric characters EXACTLY and click Continue

@ Cisco AnyConnect | vpn.ct.gow/ [il .
Answer: 44— Create a new pin
Authentication Message = hﬂ\l’ing 8
|Enter a new PIM having 8 alphanumeric i ﬂlphﬂnumeric
| characters: characters
Continue Cancel

Verify Pin by reentering it and clicking Continue



Y Cisco AnyConnect | vpn.ct.gov/ | 837]

Answer: *r_

Authentication Message

ot
Please re-enter new PIN: Re.enter P|N

| contrue || cancel |

6. If Pinis successfully created, then you will see the following. WAIT UNTIL the TOKEN CHANGES
AND ENTER NEW PASSCODE. “Passcode = PIN and Token no spaces” (example:
12345pin820775)

Click Continue

%y Cisco AnyConnect | vpn.cBigov/” = |E=™
Answer: *__ Enter New
Authentication Message Passcode

o Awmm

i | Wait for the ange, L

then enter the new passcode:

Enter both and Click OK
& Cisco AnyConnect | vpn.ct.govibest-te...

Please enter your username and password.

Usemname: | ' Username: XXXXX ( same as in avaya

Password: Password: pin##

(where # represents the RSAtokencode)
\ ok || cancel




7. VPN connection will be initiated.

&' Cisco AnyConnect Secure Mobility Client [:|,__|z|

¥PN:
Establishing WPM - Configuring swskem. ..

wpr.ck.gov/best-techsupport Connect

Security policies were applied to your session, access bo some resources may be blocked, Your system administrabor
' provided the Following information to help vou understand and remedy the security condibions:

n
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Left click on the up arrow (*) on the task bar to display the ICON as depicted below. Hover over it and it
will show status. Once connected you can go ahead with your work process.

Cisco AnyConnect Secure Mobility Clisnt
YPH: Connecked

Once you are done with your work on the VPN session, you can disconnect it as follows.

Right Click on the ICON (located in lower right hand corner) and it will display options to disconnect the
VPN, Connect the VPN or Quit the VPN application entirely. Make sure you always disconnect before
shutting down your computer. This will ensure you will not get locked out.
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v Show Connection Motices

:h YPM Disconneck
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Disconnect
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To reconnect or quit, click on the following command.

Open AnyConnect Click To

v Show Connection Mokices
Connect
YPM Conneck

About ' Click To Quit
Quit "ﬂ/ VPN

Addendum for WINDOW 8

The Icon will appear under

Cisco AnyConnect
| Secure Mobility...

"]

When clicked use exact same configuration defined above



Please read below if you have any problems with access:

If there are questions or issues installing the VPN Client, please call your Desktop
Support group according to their procedures.

If there are access issues with step 2 (see special note for step 2) first ensure
proper values were entered and if after reboot access is denied call the call your
Agency’s VPN Liaison.

If there access issues with step 3, (please ensure your pin is 8 alphanumeric
characters.) Call the DAS/BEST Helpdesk at 860-622-2300 option 9.



