Web Form Validation Best Practices
The following are some best practices for validating web forms.  These guidelines are to help protect the forms (and consequently websites and servers) from being compromised by spammers, hackers, and other malicious attackers.  Validating these forms, while a little more work for the form designer, reaps great rewards for the security of State of Connecticut assets.
Please keep in mind that these are simply guidelines, and not “hard-and-fast” rules.  Specific circumstances occur that might require deviation from these practices, however, these guidelines should be adhered to stringently whenever possible.

1. All forms should have at least one (1) Required field.  The Required field should also be a field that is validated (see below).


2. All fields should have a limited number of characters allowed.  The number of characters will be dependant on the information in the field.  Some of these character limits will be discussed below, but best judgment should be used.  Under no circumstances should an unlimited amount of text be allowed in a field.


3. Name Fields:  All name fields should be validated, whether Required or not.
a. First Name – Allow only:

i. Character Limit:  15

ii. Upper and lower case letters

iii. ‘ (apostrophe)

b. Last Name – Allow only:

i. Character Limit:  20

ii. Upper and lower case letters

iii. ‘-. (apostrophe, hyphen, and period)
iv. Spaces

c. First and Last Name – Combine a and b above
i. Spaces


4. Address Fields:
a. Street Number – Allow only:

i. Character Limit:  5

ii. Digits

iii. Upper case letters

iv. – (hyphen)

b. Street Name – Allow only:

i. Character Limit:  20

ii. Upper and lower case letters

iii. ‘-. (apostrophe, hyphen, and period)
iv. Spaces

c. City/Town – Allow only:

i. Character Limit:  15

ii. Upper and lower case letters

iii. ‘-. (apostrophe, hyphen, and period)
iv. Spaces

d. State:  This is dependant on how you want the information formatted.  Allow only:

i. If the whole state name is written out:

1. Character Limit:  14

2. Upper and lower case letters
3. Spaces

ii. If only the abbreviation is preferred:

1. Character Limit:  2

2. Upper case letters only
e. Zip Code – Allow only:

i. Character Limit:  5

ii. Digits

iii. If 4-digit extension is allowed, Character Limit:  10.  Allow – (hyphen)

f. Combine field validations as necessary


5. Telephone Number Fields – Allow only:
a. Characters Limit:  7 or 10 (depending on whether to include area code)

b. Digits
c. –() (hyphen, open, and close parentheses) (depending on whether these symbols are required)


6. Email Address Fields – Allow only:

a. Characters Limit:  30
b. Upper and lower case letters

c. Digits

d. -_.@ (hyphen, underscore, period, and “at” symbol)


7. Website Address Fields – Allowing this field to enter a complete character string to a database driven website has some risks.  Portal site secondary pages, for example, have SQL query strings in them.  To allow someone to enter the full URL to a Portal site secondary page, potentially dangerous characters will have to be allowed (i.e. $&!|=).  The guidelines below are geared to allow only root URLs to be entered.  Allow only:

a. Character Limit:  30

b. Upper and lower case letters

c. Digits

d. -_. (hyphen, underscore, and period)

8. Comment Fields – Comment fields are the trickiest of all fields because users have to be able to enter comparatively long strings of characters, and the variety of characters must necessarily be expanded.  Try to limit the special characters allowed unless deemed absolutely necessary to receive proper comments.  Allow only:
a. Character Limit:  100

b. Upper and lower case letters

c. Digits

d. Spaces

e. .-_!?,;:”’() (period, hyphen, underscore, exclamation point, question mark, comma, semi-colon, colon, quote, apostrophe, open and close parentheses)
