Tumbleweed Secure E-mail

Background

To comply with the Federal Health Insurance Portability and Accountability Act of 1996 or
HIPAA, the State of Connecticut purchased secure e-mail software for communications with
private providers, doctor’s offices, hospitals, etc. Recipients of secure messages will have
the ability to reply with secure e-mail. But the software does not provide a means for an

external user, such as a private provider, to initiate (create) a new secure message.

1. Recognizing a secure message.

Notification that you have a secure message from DCF will appear as a message in your
email window. Upon opening the mail you will see a message similar to the screen print

below.

To access your message, place your mouse on the blue hypertext and click.

'3 [Secure] RE: DMR Test msg - Microsoft Internet Explorer

New - | Reply ~ | Forward ~ | Move ~ | Follow Up ~ | Toals ~ (% & (@ | X

From: bruce.lindstrom <bruce lindstrom@po.state.ct.us=
Sent by, ‘bruce.lindstrom” <ime_maller. 4-43965-208370-
GEOE] HOVErne. dolt, state ot us =

To: Bruce_Lindstrom@@keans, com

Date: Friday, July 22, 2005 09:47AM
Subject: [Secure] RE: DMR Test msg

Tou have receiwved an important delivery from bruce.lindstrom

Please pick up the package at the following Weh address:
https:/ smail.ct.gov/ ime?x=4-439658-29370-G8CA1HIV

The package will expire on Sunday Lugust 21, 2005 at 09:45:39 EDT4

HNeed help picking up your package?

* If the lWebh address sbowve is highlighted, click on it to open a
browser window. ¥Tou will sutomatically be taken to the package.

¥ If the Wekh address above is not highlighrted, follow these steps:
— Qpen & Webh browser window.
— Copy and paste the entire Web address into the "location" or
"address" bar of the browser.
— Press enter.

NOTE: Tumbleweed secure mail automatically purges all messages older than 30 days as

indicated in the third paragraph. It is advised that recipients save email attachments

promptly for future reference later on.

If Tumbleweed purged a message from your mailbox and you wish to reply to that
message, you must notify the sender and have them re-send the original email.




2. Creating your secure mail identifier and password.

e Your email address is your unique identifier.

e Create your password by completing the form. It is strongly suggested that you

create a hint for your password to provide a clue just in case you forget the
password. (The clue is only sent to the e-mail address indicated.)

a IME - Complete Account Information - Microsoft Internet Explorer

File Edit W“iew Favorites Tools Help

dmBack - = - 44 | Qsearch GeFavorites @iveda ¢ | By Sh

Address IE hikps: {{smail, ct.govfime?x=4-43963-22370-GBCE LHIY

’ Complete Account Information
Package [Secute] RE: DMR Test msg
From brace lindstrom (bruce lindstrom@po.state.ct.us)

IME Menu Sent Today, 07/22/2005 09,4739, EDT4
Expires 30 days later, 08/21/2005 09.43.39, EDT4

Complete Account Information
POWERED BY

ELBEGISEED To ensure security, the sender of this package recuires all recipients to have a validated IME account.
Please complete this one-time account setup to receive your package
Email Address : Bruce Lindstrom@keane com

First Name : I

Last Name : |

New Password [ |

The password requires a minimum of & charasters) and atleastD digitis) and at least 0 alphabetical characters)

Re-enter New Password [ |

Password Hint Phrase : |

Continue

3. Reading or replying to a message using the Tumbleweed web site.

Open an existing message. Click the reply button.

File Edit Vew Favorites Tools Help |

GBack + = - () fat | Qsearch  [GFavorites GfMedia ¢4 ‘ BN S

ME Inbox - Package - Microsoft Internet Explorer =10 il

Inbox » Package Help
Package [Secure] FE: DMR Test mag
<::D From hruce lindstrom (hruce lindstrom@po state ot us)

IME Menu To Enice_Lindstrom@keane.com
TUMBLEWEED Sent Today, 07/22/2005 09:47:39, EDT4

®Inhox COMMUNICATIONS |
Expires 30 days later, 02/21/2003 09:42:39, EDT4

1 of 1 package(s)

y & Message from Sender Y
Mfessage Redirected by Tumbleweed IS,

POWERED BY

TUMBLEWEED

Origmal Recipients:
Te: Bruce_Lindstromi@keare. com
Ce:

<< Anti-Scald Survey Private zls>>

Address I@ https:fismail, ck.govfime?s=acBt=TW _TxnAccDeliveryPageEntry tplii=12 102541 858k=USDPWS01 E98afi=11 358si=43955 8t si=0 j @GU

[ l_ l_ ’—é_ | Internet

R




4. Returning a secure attachment.

Open an existing message. Click the reply button.
e Type a reply to the message.
e Click the Browse button to locate the document to be sent.
e Click the Add button.

Attachments are identified individually; if multiple documents need to be sent, you must
repeat the Browse and Add steps.

a IME New Package - Microsoft Internet Explorer =0 il

File Edit Yiew Favorites Tools Help |

&Back + = - (D 7t | Qhsearch [GFavorites  GMMedia ®| N S

Address I@ https:{fsmail.ct.gov/imers=acit=TwW_TxnAccDeliveryPagePrepaidReply tplai=12102541858k=U30PWS01E9afi=1 135&tsi=0&sft=1&5F0=D&sii=4395€j @GD

@ IME New Package Help =
To! bruce lindstrom@po. state.ct.us

IME Menu cC:
BCC:

®|nhox

Subject: |Re: [Secure] RE: DMR Test msg

Message: -

"hruce. lindstrom™ <bruce. lindstromipo.state.ct.us> wrote:
Message Redirected by Tuwbleweed MM3.

B
B

> Original Recipients:

> To: Bruce Lindstrow@keane.com
o
B
>
B
B

POWERED BY

TUMBLEWEED

<<hnti-Scald S3urvey Private.xls>>

r Add files to package ‘

Filename Type Size Action
IH:\My Documentshanti-Scald_Surve  Browse.. |
0 File(s)
@ javascript: DoClick{'command_add_file'y l_ ’_ E |° Internet 4




5. Saving attachments.

To save an attachment found in your message, right-click on the file name and the select
Save Target As . . . for each file.

IME Inbox - Package - Microsoft Internet Explorer = 5‘
Fle Edt “ew Favortes Took Help |

Back + = - @D 7 | Qusearch [afFavorices @vedia B | By S

TU DIUCE_LUIOE DT EEaTlE. COTT
TUMBLEWEED Sent Today, 07/22/2005 09:47.39, EDT4
COMMUNICATIONS

Expires 30 days later, 08/21/2005 00:48:30, EDT4

y & Meszage from Sender N
Meszage Bedirected by Tumbleweed NS

OWERED BY
TUMBLEWEED Original Recipients
To: Bruce_Lindstrem@keane. com

Ce

<< Anti-Scald Survey Private =ls>>

= From: Lindstrom, Bruce

> Sent: Friday, July 22, 2005 8:41 AN
= To: 'Bruce_Lindstromi@lkeane com'

= Subject; DR Test msg Qpen

- Open in Mew Windaw

X Save Target As...
= <= File: Anti-Scald Survey Priv. Target

Cub

Copy

Copy Sharteut
Paste

y 4 Files fram Sender

File AddtoFaverkes.. Type Size Action Status

[ nti-Scald Survey Privemoeotes | Microsoft Excel File 204 KB Delivered

If you need to save several files, check each file and then use the Save Checked Files button
on the window.



6. Accessing secure messages at a later time.

When you want to reply to a message, read an existing message again, or work with your
secure mail in any other way, you can access the secure web site directly by completing the
following steps.

e 6.1 Open a web browser window, (i.e., the Internet)

e 6.2 Type https://smail.ct.gov in the address line and hit enter key to access the
IME Secure Login window.

e 6.3 Log in by entering your email address and the password.

a IME - Account Login - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help

&Back + = - E) @| Qi Search [GlFavorites PMedia ¢4 | B S

Address I@ https:fismail.ct.gov

IME Secure Login
Log In to My IME Account

IME Menu Account Name or Email Address? IEIruce_LindstrDm@keane.com

® Secure Account Pamurd.’l Email a hint to me...

[ Remember my password

POWERED BY
LSRRI Bookmark this page to use highest security.

Includes REA BEAFE cryptographics or secutity protocol software from B34 Becurity.

aE

,_ ,_ IE | mternst




