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OVERVIEW
OF
MA JOR CONSEQUENCE MANAGEMENT ACTIVITIES
FOR
DELIBERATELY CAUSED INCIDENTS INVOLVING CHEMICAL AGENTS

1. Deliberately caused chemical incident occurs.
2. Local first responders (police, fire, emergency medical services) respond.
3. Local fire chief/fire officer-in-charge at the scene serves as Incident Commander and:

Assesses situation

Classifies event as a “Federal Bureau of Investigation (FBI) Hazmat Incident”
Ensures appropriate notifications for an “FBI Hazmat Incident” (e.g. hospitals, FBI,
specialized Federal, State and local response units, etc.)

Determines operational priorities and objectives

4. If authorized by Incident Commander, Hot Zone reconnaissance and/or rescue of known live
victims in the Hot Zone are attempted.

5. Mass casualty protocols are implemented by emergency medical service providers and hospital
disaster plans are activated.

6. Incident Commander establishes the Incident Command System organization into which all
responding units (Federal, State, local and private) are integrated.

7. Victims are triaged by response personnel wearing personal protective equipment:

Ambulatory casualties able to speak coherently and exposed to vapor only undergo dry
decontamination (i.e. removal of clothing and re-clothing in modesty garment). After decon,
victims in this group are taken to an alternate care facility instead of a hospital for follow -up
observation.

Non-ambulatory victims, incoherent ambulatory victims and victims exposed to liquid
undergo a wet decontamination/field treatment and are transported to health care facilities
for further treatment and evaluation.

8. A Unified Command with senior on-scene representatives of other responding agencies is
established at the earliest possible time. (The time at which rescue of known live victims has
ceased and when casualty management is under control is suggested). When established, the Unified
Command jointly exercises all responsibilities of the Incident Commander. While operating in a
Unified Command mode, both consequence management and crisis management activities (i.e. crime
scene processing) may be performed simultaneously.

9. The local Emergency Operations Center, State Emergency Operations Center and the Federal
Regional Operations Center are activated to coordinate support for the Incident
Commander/Unified Command at the scene.

10. The FBI establishes a Joint Operations Center at or near the scene to include a Command Group
and Consequence Management Group composed of representatives of local, State and Federal
consequence management agencies. Members of the Unified Command are incorporated into these
Groups as appropriate.
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l. INTRODUCTION

The catastrophic terrorist attacks of September 11, 2001 on the World Trade Center and the
Pentagon have made development of counterterrorism capabilities, including consequence
management capabilities at all levels of government, an urgent national priority. The willingness of
terrorist groups to carry out attacks resulting in massive loss of life, coupled with the ability of these
groups to obtain chemical, biological and radiological “weapons of mass destruction,” necessitates
the development of appropriate plans and capabilities for response to acts of terrorism involving
weapons of mass destruction (WMD).

The FBI considers explosive devices and chemical weapons to be the most probable modes of
terrorist attack in the State of Connecticut, with explosive devices far more likely to be used than
chemical weapons. The State of Connecticut believes that its emergency responders can and will
respond appropriately and safely to a terrorist incident involving an explosive device, although
assistance from the Federal government (e.g. urban search and rescue teams) or other sources may
well be needed. Existing response system capabilities are better suited to handle an incident
involving explosives (e.g. medical personnel are trained and equipped to handle trauma victims) than
a large incident involving a highly lethal chemical agent such as sarin, used by terrorists in the March
1995 Tokyo subway attack.

A deliberate attack involving a chemical agent could present emergency responders with
extraordinary challenges. These challenges include recognition of the incident as a chemical
incident, requirements for specialized response equipment, coping with contaminated mass
casualties, lack of readily available pharmaceuticals and antidotes, identification of persons exposed
to the agent, accurate and timely public information, and other issues.

A. Purpose

The purpose of this document is to provide response agencies with a concept of operations
for response to a chemical WMD incident. This guide outlines the responsibilities and
interactions of Federal, State, local and private agencies that will respond to a chemical
WMD incident, operating as an integrated organization within an Incident Command System
(ICS) that transitions to a Unified Command (UC) at the earliest appropriate time.

B. Scope

All State and local agencies and private response organizations are urged to observe the
assignments of responsibilities and to utilize the operational concepts contained herein to
the greatest extent feasible in a deliberately caused chemical incident.

Pending further evaluation through table-top, functional and full-scale field exercises, this
document will remain a response “guide” rather than a “plan” signed by the Governor
pursuant to Title 28 of the Connecticut General Statutes (C.G.S.). As a *“guide” it is not
operationally binding upon State and local government agencies or other “civil preparedness
forces” as defined in Title 28. Nor does this document, per se, have any operational bearing
upon Federal agencies responding to a terrorist incident in the State of Connecticut.
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However, information in Section V - Roles and Responsibilities, describing Federal response
activities, is taken from Federal response plans and accurately reflects the planned Federal
involvement at the scene of a chemical WMD incident. It is assumed that all Federal
agencies called to the incident scene will operate within the Incident Command System
(ICS). Federal plans used as references in the development of this guide include:

The United States Government Interagency Domestic Terrorism
Concept of Operations Plan (CONPLAN),

Weapons of Mass Destruction Incident Contingency Plan (WMDICP)
developed by the Federal Bureau of Investigation (FBI),

the Federal Response Plan (FRP) developed by the Federal Emergency
Management Agency (FEMA),

the National Contingency Plan (NCP) utilized by the US Environmental
Protection Agency (EPA) and the United States Coast Guard (USCG),

Long Island Sound Contingency Plan, Inland Waterways Contingency
Plan, and Coastal Area Contingency Plan developed by the USCG.

C. Crisis and Consequence Management in Terrorist Incidents

“Crisis management” involves measures to identify, acquire, and plan the use of resources
needed to anticipate, prevent, and/or resolve a threat or act of terrorism. The Federal
government exercises primary authority to prevent, preempt, and terminate threats or acts of
terrorism and to apprehend and prosecute the perpetrators. State and local governments
provide assistance to Federal authorities as required. Crisis management is
predominately a law enforcement response.

Presidential Decision Directive (PDD) 39 confirmed the Department of Justice’s (DOJ)
designation as lead agency for acts of terrorism within the U.S. The DOJ assigned lead
responsibility for the operational response for crisis management to the FBI.

“Consequence management” involves measures to protect public health and safety,
restore essential government services, and provide emergency relief to governments,
businesses, and individuals affected by the consequences of terrorism. State and local
governments exercise primary authority to respond to the consequences of terrorism; while
the Federal government, through FEMA, provides assistance as required. Consequence
management is predominately an emergency management function, involving joint
operations by first responder agencies.

NOVEMBER 2003 REVISED DRAFT 7



STATE OF CONNECTICUT
CONSEQUENCE MANAGEMENT GUIDE

FOR DELIBERATELY CAUSED INCIDENTS INVOLVING CHEMICAL AGENTS
THREAT ASSESSMENT

1. THREAT ASSESSMENT

A. Chemical Agents Most Likely To Be Used

The U.S. Military divides chemical agents into two categories: toxic and incapacitating.
Toxic agents are used to kill or injure people. Incapacitating agents such as hallucinogens
are not intended to cause physical injury or death.

Terrorists intent on causing death and injury with a chemical agent would utilize a toxic
agent. Toxic chemical agents are divided into four categories designated as nerve, blood,
blister and choking agents based upon the physiological effects the chemicals have on the
human body. Appendix K contains an overview of selected chemical agents that might be
used by terrorists.

Toxic industrial chemical agents such as chlorine, phosgene and hydrogen cyanide can
produce mass casualties (particularly if disseminated in a closed environment) and require
little if any technical expertise or sophistication to store, handle, and deliver. These common
industrial chemical products can be purchased on the commercial market or stolen.
Chemical experts feel that the use of G-series and V-series chemical nerve agents by
terrorists is less likely because they are technically challenging for terrorists operating outside
a state-run laboratory infrastructure to manufacture or produce.

There are three exposure routes for chemical agents. They are skin contact (percutaneous),
inhalation and ocular effects. Chemical agents may be dispersed as liquids, aerosols, or
vapors (a continuum of mass sizes). The greatest danger faced by first responders wearing
Firefighter Protective Ensemble (FFPE) and Self-Contained Breathing Apparatus (SCBA) is
the percutaneous vapor hazard. The greatest danger faced by unprotected first responders
(police, EMS) is the inhalation vapor hazard. All responders must exercise extreme caution
not to come into direct contact with a liquid chemical agent.

B. Potential Target Areas In Connecticut

The State of Connecticut considers the possibility of a terrorist attack in Connecticut,
including one involving a chemical weapon, to be low. There are no internationally
recognized, symbolic, targets (e.g. the White House, the World Trade Center, or the
Washington Monument) located in Connecticut. None of the State’s cities rank in the
nation’s top 120 cities in terms of population.

Given the relatively low probability of a terrorist attack occurring in the State as a whole,
only general statements can be made regarding the relative risk of the State’s individual
municipalities to a terrorist attack. Generally speaking, larger concentrations of the types of
facilities that might be targeted by terrorists (e.g. courts, government offices and buildings,
abortion clinics, transportation facilities, sports facilities, special event venues, shopping
malls) are found in the larger cities. Therefore, it is reasonable to assess the risk of larger
cities (i.e. those with over 100,000 population) as somewhat greater than the risk of small to
mid-sized municipalities.
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An exception to this general statement is made in the case of Bradley International Airport,
and in the case of the resorts/casinos operated by the Mashantucket Pequot and Mohegan
Tribal governments in southeastern Connecticut. State officials consider these facilities
potential targets because they are high-visibility, 24x7x365 operations.

In addition, the Governor’s Domestic Preparedness Senior Steering Council has also
designated the Groton/New London area as having a risk level similar to that of the larger
cities, Bradley International Airport and the resort/casinos. The risk accorded to the
Groton/New London area is due to the chemical facilities and defense establishments in
that area.
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1. ASSUMPTIONS

A. Advance Warning

A terrorist incident may occur with little or no advance warning. This guide assumes there
will be no advance warning.

B. Response Forces

All available local forces will respond supplemented by mutual aid from other municipalities,
State forces, mutual aid from other states, and federal forces. In addition, personnel and
equipment from the private sector may also respond either on a contractual or voluntary
basis.

C. Use of Incident Command System (ICS) and Unified Command (UC)

In a chemical weapon of mass destruction (WMD) incident, different government agencies
operating at the scene will have statutory jurisdiction over particular aspects of the response.
Therefore, integration of all responding elements under a commonly understood Incident
Command System (ICS) employing a Unified Command (UC) is essential to the conduct of
efficient emergency operations. In addition, use of ICS at the scene of a chemical incident is
required by federal regulations (1910.120).

D. Possibility of Overwhelming Conseguences

An act of terrorism, particularly an act directed against a large population center within the
State of Connecticut involving a chemical agent, could result in consequences that would
overwhelm the capabilities of local and State government almost immediately. Major
consequences involving a chemical WMD incident may overwhelm existing Federal
capabilities as well, particularly if multiple locations are affected.

E. Need To Coordinate Working Perimeters At Scene

Local, State, and Federal responders will define working perimeters that may overlap.
Perimeters may be used to control access to the area, target public information messages,
assign operational sectors among responding organizations, and assess potential effects on
the population and the environment. Control of these perimeters may be enforced by
different authorities, which will impede the overall response if adequate coordination is not
established.

F. Need To Delay Entry Into Contaminated Area

If appropriate personal protective equipment (PPE)as specified by the Occupational Health
and Safety Administration (OSHA) is not available, entry into a contaminated area (i.e., a
Hot Zone) may be delayed until the material dissipates to levels that are safe for emergency
response personnel.
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G. Presence of Secondary Devices Not To Be Assumed

The incident scene will be searched as soon as possible for secondary devices. However, the
Incident Commander should not assume the presence of secondary devices. The logical result of
assuming the presence of secondary devices would be to halt all life-saving operations and
withdraw response personnel. This could result in unnecessary loss of life and injury.
Instead, Incident Commanders should assume the possibility of secondary devices and
instruct responders to be vigilant for such devices. Secondary devices could be chemical,
biological, radiological, or explosive devices. Incident Commanders must be prepared to
halt response operations and withdraw response personnel if such devices are detected.

H. Need For Coordination Relationships Between All Affected Jurisdictions

Operations may involve geographic areas in single or multiple local jurisdictions and in single
or multiple states, involving responsible Federal, State and local agencies as appropriate.
Federal, State and local agencies whose jurisdictional area includes the incident scene will
establish coordination relationships as appropriate with other affected agencies/jurisdictions.

I. Onset Of Chemical Exposure Symptoms

Victims of an attack utilizing a chemical agent will exhibit symptoms at the time of the initial
attack. (If the agent is sulfur mustard (HD), a blister agent, symptoms may not appear for 4
to 18 hours. Victims of a mustard attack will likely have left the incident scene before
beginning to exhibit symptoms of exposure without realizing they have been exposed to
HD.)

J. Mutual Aid

Mutual aid from other local jurisdictions will be required immediately. Mutual aid will be
readily forthcoming.

K. Recognition of Event As Deliberately Caused

Initially, a terrorist attack utilizing a chemical agent may not be recognized as a deliberately
caused WMD incident, but rather as a chemical accident. However, the possibility of
deliberate causation will be considered early on by the Incident Commander.

L. Use Of Explosive Device To Spread Chemical Agent Considered Unlikely

A chemical attack will likely not involve an explosive device since the extreme heat generated
by an explosion may deactivate the chemical agent. Accordingly, it is not anticipated that
there will be great physical damage to buildings or other facilities, or a large number of
trauma victims.
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M. Large and Immediate Media Response

There will be a very large media presence at or near the scene of a significant chemical
incident. Local and state media organizations will begin arriving almost immediately,
followed soon after by regional, national and perhaps even international media.
Involvement of media organizations can be a tremendous asset in managing the emergency.

N. Casualties Anticipated

Although a chemical incident could conceivably result in thousands of casualties, an incident
involving a smaller number of casualties is more probable. The effective release by terrorists
of a highly lethal chemical agent in a densely occupied area will result in numerous and
unavoidable fatalities and injuries despite the best efforts of emergency responders.
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IV. CONCEPT OF OPERATIONS FOR CONSEQUENCE MANAGEMENT

A.

Direction and Control

1. Local Forces

Pursuant to Section 7-313e of the C.G.S. the local fire chief/senior fire officer-in-
charge, when responding to or operating at any fire, service call or other emergency,
has the authority to direct and control emergency activities at such scene. The local fire
chief/fire officer-in-charge at the scene will serve as the Incident Commander (I1C)
and will establish an Incident Command System (ICS) for the purposes of managing
response operations at the scene.

Authority to direct and control off-scene local forces resides with the local Chief
Executive Officer (CEO) acting through established agency chains of command.

It is recommended that the Incident Commander declare an “FBI Hazmat
Incident” if, in his judgment, the incident appears to be a deliberately caused
incident involving a chemical agent and has the potential to cause or has caused mass
casualties. The local Incident Commander’s declaration of an FBI Hazmat
Incident will trigger the implementation of procedures contained in this

guide.

2. State Forces

Authority to direct and control State forces resides with the Governor acting through
established agency chains of command.

State forces involved at the scene of an emergency will come under the operational
control of the Incident Commander, but direction of State forces (i.e. the authority
to commit to or withdraw from emergency operations) will at all times remain with
the Governor acting through agency chains of command.

3. Operational Control of Civil Preparedness Forces Assumed By
Governor

During a civil preparedness emergency proclaimed by the Governor under Section
28-9, C.G.S,, the Governor may take direct operational control of any or all parts of
the civil preparedness forces and functions in the State. Civil preparedness forces
include all State and local police and fire personnel and any other organized
personnel engaged in carrying out civil preparedness functions.

4. Federal Forces

Federal consequence management forces involved at the scene of an emergency will
come under the operational control of the Incident Commander, but direction of
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Federal forces will remain with the Federal agency chain of command. Ina
Presidentially declared disaster or emergency, FEMA will be the Lead Federal
Agency for coordinating federal agency consequence management support to the

Incident Commander.
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V. ROLES AND RESPONSIBILITIES

A. Local Government

L. 9-1-1 Operators:

a) Attempt to identify the existence of a hazardous materials chemical
incident through information provided by callers. (See Appendix B,
Section A, “Indicators of Chemical Agent Use,” page 36.)
b) Relay potential threat information and possible need for
precautionary measures to all responding units.
2. Initial Dispatch Notifications:

For Federal Bureau of Investigation (FBI) Hazmat Incidents declared by the
Incident Commander (1C), dispatch:

1)

2)

3)
4)

local police department (notifies Connecticut State Police Troop,
FBI and the Federal Bureau of Alcohol Tobacco and Firearms
(ATF))

local emergency medical services and ensure activation of Med Net
system

local fire departments

Department of Environmental Protection (notifies US
Environmental Protection Agency and US Coast Guard)

3. Additional Dispatch Notifications:

For FBI Hazmat Incidents declared by the Incident Commander, notify, and,
if directed by the Incident Commander, request response by:

1)
2)
3)
4)

5)

6)

local public health (notifies State Department of Public Health)
local public works (notifies State Department of Transportation)
local utilities (including gas, water, electric, sewer, phone)

local Emergency Management Director (confirms notification of all
local agencies and State Office of Emergency Management)

State Office of Emergency Management (notifies or confirms
previous notification of all State, Federal, and private agencies named
in this guide, Governor’s Office, FBI, FEMA, American Red Cross
Greater Hartford Chapter).

Local Emergency Planning Committee (LEPC) Chairman, as time
permits, perhaps even after the event. (LEPCs are not response
organizations.)
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4, Chief Executive Officer:

a)

b)

c)

Consider declaring a local state of emergency upon declaration of an
FBI Hazmat Incident by the IC.

Act as or appoint a Public Information Officer (P10) for incident, to
coordinate media briefings at the local EOC, Press Area designated
near the scene by the 1C and/or FBI Joint Information Center (JIC)
when operational.

Direct and control offscene local forces acting through established
agency chains of command.

5. Emergency Management Director:

a)

b)

Activate and ensure staffing of the local Emergency Operations
Center (EOC) by all appropriate local agencies, including utility
companies, the American Red Cross, fire, police, public works,
emergency medical services representative such as the Association of
Connecticut Ambulance Providers, etc.

Obtain resources and information requested by the Incident
Commander/Unified Command.

Advise the Chief Executive Officer regarding appropriate incident
support activities including but not limited to:

1) Declaration of a local state of emergency
2) Establishment of a family assistance center
3) Establishment of shelters for evacuated residents.

Maintain communications and coordination between the Incident
Commander/Unified Command, the Chief Executive Officer, and
the State Office of Emergency Management Area Office.

Brief the Chief Executive Officer and the State Area Office of
Emergency Management on the status of off-scene activities (e.g.
shelter operations, anticipated State and Federal response actions,
etc.).

6. Emergency Medical Services (EMS):

a)

First arriving EMS personnel will assess the situation for every call
and identify:
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1) The possibility of hazardous materials being present.

2) Whether the number of patients is one, two or more.

3) Whether the patient’s or patients’ conditions were caused by
trauma or a medical event.

b) IF the first arriving EMS personnel identify:

1) The presence of hazardous materials, or
2) Two or more medical patients with similar conditions, causes
unknown,

THEN, assume a hazmat situation. Do not approach, contact or
attempt to treat patients except as outlined below.

C) IF no Incident Command System (ICS) has been established at the
time EMS personnel arrive,

1) Keep ambulance(s) at a distance and instruct people not to
converge upon the vehicle(s). (Utilize Centralized Medical
Emergency Dispatch (CMED) or emergency dispatch agency to
broadcast this instruction to responding units.

2) Serve as Incident Command until relieved by police or fire
service.

3) Ensure that fire and police units are enroute.

4) Determine if casualties exceed, or might exceed, the threshold for
a mass casualty incident (i.e. the number of casualties necessitates
a change in normal pre-hospital care protocols or there are at
least 6 casualties or other threshold number of casualties
established in local Mass Casualty Incident (MCI) Response Plan.

5) If threshold is or may be exceeded, declare an MCI, notify
CMED and the dispatcher to request additional EMS units.

6) Encourage people to evacuate building, or move off-scene, but
to stay together.

7) Don High Efficiency Particulate Arresting (HEPA) mask, gown
and gloves, or Level 3 protective ensemble if available.

8) Wait for fire/hazmat service to arrive and assess incident.
Continue as below.

d) WHEN Incident Command System (ICS) has been established by the
fire/hazmat or police service:

1) Locate ambulance(s) where directed by the Incident Commander

or other appropriate ICS authority (e.g. Operations Section Chief
if appointed).
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2) Assume duties associated with any ICS position to which
appointed by the Incident Commander, or Operations Section
Chief if appointed, or EMS Branch Director if appointed.

e) EMS Branch Director (if appointed) or otherwise the crew of the
first arriving medical unit, confer with the Incident Commander (or
Operations Section Chief if appointed) regarding:

1) Possible cause/agents.

2) Need to declare an MCI, implement the EMS mass casualty plans
and request additional EMS units (if not already done).

3) Location of ambulance staging, patient assembly, triage, treatment
and loading areas. (Patient Assembly Area should be located in
the Warm Zone — all other areas to be located in Cold Zone.)

4) The need to consult with the University of Connecticut Poison
Control Center regarding patient symptoms and treatment.

f) Take personal protective measures as directed by the Incident Safety
Officer or the Assistant Safety Officer-EMS.

Q) Segregate patients into ambulatory and non-ambulatory groups.

NOTE: This should be done in the Warm Zone by fire service
or EMS personnel in appropriate PPE as determined by the
Incident Safety Officer or Assistant Safety Officer-EMS.

h) Direct ambulatory patients exposed to vapor only to self-
decontaminate by disrobing to the undergarments and reclothing
themselves in modesty garments or clean sheets provided by
emergency personnel.

NOTE: This should be done in the Warm Zone by fire service
or EMS personnel in appropriate personal protective equipment
(PPE) as determined by the Incident Safety Officer or Assistant
Safety Officer-EMS.

Persons undergoing dry decontamination should be given a
Medical Emergency Field Triage Tag (METTAG)or other
identifier showing the type of decontamination received.

i) Triage non-ambulatory patients and ambulatory patients exposed to
liquid agent for wet decontamination by fire service;

NOTE: This should be done in the Warm Zone by EMS-trained
fire service personnel or non fire service EMS personnel in
appropriate PPE as determined by the Incident Safety Officer (or
Assistant Safety Officer-EMS).
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Persons undergoing wet decontamination should be given a
METTAG or other identifier showing the type of
decontamination received.

Triage all other patients (ambulatory patients not exposed to liquid
agent), directing those requiring immediate treatment to the
treatment area, holding those requiring further medical evaluation at
the scene, and releasing all others after providing appropriate
guidance on additional self-care at home

Treat decontaminated victims in accordance with treatment
protocols approved by the State Department of Public Health.

Transport victims to hospitals as directed by CMED;

Maintain continuous communications with CMED for
resources and patient distribution.

7. Fire Department/ Incident Commander:

a)

b)

Senior fire official on the scene serves as the Incident Commander
and directs and controls response operations at the scene. (The
Incident Commander may elect to temporarily transfer Incident
Command to a law enforcement authority if, in the judgment of the
Incident Commander, there is evidence of a dangerous criminal
presence still at the scene. In such instances all non-law enforcement
emergency responders should withdraw to a safe area until the scene
is deemed secure by the law enforcement Incident Commander and
Incident Command is returned to the senior fire officer.)

It is recommended that the Incident Commander declare an FBI
Hazmat Incident if, in his judgment, the incident appears to be a
deliberately caused incident involving a chemical agent and has
caused or has the potential to cause mass casualties. The local
Incident Commander’s declaration of an FBI Hazmat Incident will
trigger the implementation of procedures contained in this guide.

Request through dispatch additional fire service personnel and
equipment, including mutual aid and fire resources available through
the Statewide Fire-Rescue Disaster Response Plan.

Brief the Chief Executive Officer on the ongoing status of the
incident.

Organize the scene by establishing the Incident Command Post,
Patient Assembly Area (a.k.a. Casualty Collection Point), Treatment
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Areas, Loading Area, Decontamination Area, Staging Areas, Media
Area, and safety perimeters and assign all arriving personnel and
equipment to appropriate sections within the Incident Command
System (ICS).

f) Consistent with level of training and equipment available, attempt to
identify specific chemical agent.

0) Take appropriate actions (consistent with department capabilities) to
contain, control or stop leaks, spills or releases of hazardous materials
and suppress or prevent fires.

h) If necessary authorize reconnaissance missions in the attack area to
determine if there are live victims.

) If live victims remain in the area of attack, authorize and conduct
rescue operations as appropriate.

)] Determine if victims were exposed to liquid agent, or if exposure was
to vapor only.

K) Declare protective actions to be taken, including evacuations, road
closures, curfews, shelters, etc. (For the purposes of site set-up,
defining safety perimeters, evacuation, etc., the U.S. Department of
Transportation’s Emergency Response Guidebook: A Guidebook
for First Responders During the Initial Phase of a Dangerous
Goods/Hazardous Materials Incident, often referred to as the
“Orange Book”, can be used.)

) Direct and conduct decontamination operations (wet/dry decon) at
the scene as determined appropriate by the Incident Commander.

NOTE: Non-ambulatory casualties and casualties exposed to liquid
agent should undergo a wet decontamination procedure. Dry
decontamination procedures involving disrobing to the
undergarments and reclothing in a modesty garment or clean sheet
should be used for ambulatory casualties exposed to vapor only,
particularly in incidents involving large numbers of victims.

m) Support local hospital(s) with decontamination procedures outside
the emergency room or assign a mutual aid fire department to this
role.

n) Control and maintain water runoff in the safest manner practical.
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0) Request activation of assigned 800 MHz primary interoperable
tactical channel, and additional channels if necessary, to support
incident communications requirements.

p) Staff the local EOC as requested.
8. Police Department:
a) IF police personnel arrive at the scene first and identify:

1) The presence of hazardous materials, or
2) Two or more medical patients with similar conditions, causes
unknown,

THEN, a hazmat situation should be assumed. Do not approach or
come in contact with patients. Proceed as below.

b) IF no Incident Command System has been established when police
personnel arrive, then:

1) Secure a perimeter.

2) Keep out of any smoke, mist, downwind emissions and liquids.

3) Keep police vehicle(s) at a distance and instruct people not to
converge upon the vehicle(s).

4) Encourage people in attack area to evacuate building or move away
from scene if possible, but to stay together.

5) Serve as Incident Command until relieved.

6) Assess situation for presence of criminal elements.

7) Request additional law enforcement personnel including tactical units
as necessary.

8) Request police dispatch to notify appropriate State Police Troop.

9) Don HEPA mask, gown and gloves, or Level 3 protective ensemble if
available.

10) Ensure that fire and EMS units are enroute but directed to stage at a
safe location if criminal elements are on scene.

11) Wait for fire/hazmat service to arrive and assess incident. Continue
as below.

¢) When Incident Command System has been established by fire service or
transferred to fire service upon termination of tactical situation:

1) Notify the appropriate State Police Troop (and the FBI if
appropriate) if they have not previously been notified.

2) Provide a representative to the Incident Command Post.

3) Secure perimeter as directed by the Incident Commander.
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4)

5)

6)
7)
8)

9)
10)

Assume duties associated with any ICS position to which appointed.
by the Incident Commander, or the Operations Section Chief if
appointed or the Law Enforcement Branch Director, if appointed.
Search area for secondary devices consistent with departmental
capabilities.

Staff the local EOC as requested.

Perform route alerting as requested by the Incident Commander.
Provide security at incident scene, hospitals, shelters, media center,
etc., as necessary.

Establish traffic detour routes.

Take personal protective measures as directed by the Incident Safety
Officer or the Assistant Safety Officer-Law Enforcement.

9. Public Health:

)
b)

e)

Staff the local EOC and the Incident Command Post as requested.
Notify the State Department of Public Health.

Assess the needs of local emergency medical response personnel
and local medical facilities and resources.

Recommend protective actions for responders, victims, and
potentially affected citizens.

Prepare and disseminate public health advisories in coordination with
the Public Information Officer.

10.  Public Works/Highway Department:

a) Ensure workers operate only in the Cold Zone unless properly
equipped and trained for Warm Zone operations.

b) Assist with traffic and access control.

C) Staff the local EOC and the Incident Command Post as requested.

B. State Agencies
L. Department of Administrative Services (DAS):

a) Staff the State EOC as requested by the Office of Emergency
Management (OEM).

b) Provide emergency contracting services on behalf of State agencies
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for essential goods and services as required in response and
recovery operations.

Assist Federal agencies in identifying private sector sources of
critical supplies, equipment, and services.

Maintain coordination with Emergency Support Function (ESF) #7 -
Resource Support, when ESF #7 - Resource Support has been
activated by FEMA.

2. Department of Correction (DOC):

a)

b)

9)

h)

Staff the State EOC, the FBI Joint Operations Center (JOC) and the
FBI Joint Information Center (JIC) as requested by OEM.

Provide staff to augment any field offices in direct relation to any
DOC facilities.

Assist with security and law enforcement as requested by Connecticut
State Police (CSP) in relation to facility perimeters.

Provide technical assistance, personnel, and equipment in direct
relation to any agency facility or building.

In consultation with the Incident Commander and the Commanding
Officer of CSP Emergency Services, assume Incident Command of
any situation requiring a tactical response to any DOC facility or
building.

Deploy the DOC Tactical Operations Unit to:

1) Standby for, conduct a Tactical Operation (if necessary) on any
DOC facility or building.

2) Provide any other specialized services and/or equipment as
needed.

Provide DOC transport buses to assist with evacuation of any DOC
facility or building or for other needs as deemed by the Incident
Commander.

If DOC facilities or buildings are involved, provide public
information through the JIC regarding status.
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3. Department of Criminal Justice:
a) Staff the State EOC as requested by OEM.

b) Staff the FBI Command Post, Joint Operations Center (JOC) and
Joint Information Center (JIC), as requested by the FBI or OEM.

4. Department of Environmental Protection (DEP):

a) Staff the State EOC, and the FBI Command Post, JOC and JIC, as
requested by OEM,; and the Incident Command Post as requested by
the local Incident Commander.

b) Provide an Emergency Response Coordinator (who will serve as
the State’s On-Scene Coordinator for hazmat operations) and the CT
DEP Oil and Chemical Spill Response Division (OCSRD) to assist
the Incident Commander in:

1) Identifying chemical agents.

2) Assessing exposure and safety hazards.

3) Coordinating and communicating with the Connecticut Poison
Control Center of the University of Connecticut Health Center.

4) Providing air modeling and determining zones of influence
through use of ALOHA, part of CAMEO computer software
suite.

5) Providing Hazardous Materials Entry Teams as appropriate.

6) Controlling and mitigating the incident using DEP resources as

required.

7) Coordinating the activities of all other State and Federal agencies
in and around the contaminated area of the scene.

8) Determining the cause of the incident.

9) Securing environmental contractors to augment and support
DEP response. Contractors to assist in: response activities/
containment; decontamination/disposal; obtaining specialized
equipment. (150 contract Hazmat technicians available.)

10) Arranging for or providing specialized equipment and personnel.

11) Advising the Governor and OEM of site conditions through
the DEP Commissioner.

C) Request Federal assistance from the US Environmental Protection

Agency and the US Coast Guard to identify, control, mitigate and
remove or neutralize hazardous materials.
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5. Office of Emergency Management (OEM):

a)

b)

Activate the State Emergency Operations Center (EOC) to
coordinate Federal and State support to the local

Incident Commander/Unified Command in any of the following
situations:

1) Upon the declaration of an “FBI Hazmat Incident” by the
Incident Commander.

2) Whenever so advised by the DEP or CSP following
consultation with the Adjutant General and the Governor’s
Office.

3) As otherwise directed by the Adjutant General or the
Governor’s Office.

Request EOC staffing by the following agencies: CSP, DEP,
National Guard, DOT, Governor’s Office, Criminal Justice,
Department of Corrections, State Medical Examiner’s Office, FBI,
FEMA, American Red Cross, Southern New England Telephone,
and appropriate electric, water and other utility companies, and other
organizations and associations as needed (e.g. the Association of
Connecticut Ambulance Providers).

Establish communications with FEMA Region | Regional
Operations Center (ROC) in Maynard, Massachusetts.

Augment staffing of appropriate OEM Area Offices.

Advise the Governor regarding the need to declare a state of civil
preparedness emergency under Section 28-9, C.G.S. and request
Federal assistance under the Stafford Act or other Federal authority.

As necessary, request interstate mutual aid through the Emergency
Management Assistance Compact (EMAC).

Prepare formal requests for a Presidential Disaster or Emergency
Declaration under the Stafford Act.

Request that FEMA deploy the Emergency Response Team -
Advance (ERT-A) to the State EOC, with representatives

from the Department of Defense (DOD) Defense Coordinating
Element (DCE) and Emergency Support Functions (ESFs) #1-
Transportation, #5-Information and Planning, #8-Health and
Medical Services, #10-Hazardous Materials, and, if appropriate, #9-
Urban Search and Rescue.
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k)

Submit requirements for Federal consequence management
assistance, as needed and requested by State and local response
agencies, to the ROC (FEMA'’s Regional Operations Center) through
the ERT-A after arrival at the State EOC. (If a Disaster Field Office
(DFO) is established, requests will be directed to the DFO instead of
the ROC. In situations requiring the State to share in the cost of
Federal assistance, requests must be authorized by the Governor’s
Authorized Representative (GAR) or other duly authorized State
Approving Official (SAQ)).

Staff the FBI Incident Command Post if requested by the FBI.
Ensure an appropriate State interagency liaison team is dispatched to

the FBI JOC (Joint Operations Center) and FBI JIC (Joint
Information Center).

6. Governor’s Office:

a)
b)

9)

Staff to the State EOC as appropriate.

Consider declaring a state of civil preparedness emergency under
Section 28-9, C.G.S., and exercising emergency powers as
appropriate.

Convene Cabinet meetings at the State EOC as necessary.
Direct State response operations.

Confer with the Secretary of the Federal Department of Homeland
Security and the White House as necessary.

Request federal assistance under the Stafford Acr or other federal
authority as appropriate.

Brief media as necessary from the JIC established by the FBI. If the
JIC has not been established, media briefings should be conducted
from the media area/facility designated by the Incident
Commander/Unified Command.

7. Department of Mental Health and Addiction Services (DMHAS):

a)
b)

Staff the State EOC as requested by OEM.

Coordinate the provision of critical incident stress management and
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critical incident stress debriefings for emergency responders at the
scene

Coordinate the provision of immediate mental health crisis intervention
services for victims and their families at a family assistance center, if
established, or other appropriate locations.

8. Connecticut National Guard (CTNG):

a)

9)

h)

Staff the State EOC, the FBI Joint Operations Center and Joint
Information Center as requested by OEM.

Provide staff augmentation for OEM Area Offices as necessary.

Assist with law enforcement and scene security as requested by the
CSP.

Assist with victim transport as requested by the Incident Commander
(IC) through OEM.

Provide technical assistance, personnel and equipment to assist with
victim decontamination as requested by the IC or other State agency
through OEM.

Immediately notify the Massachusetts National Guard and the New
York National Guard to place Weapons of Mass Destruction Civil
Support Teams (WMDCSTS) on standby upon notification by OEM
of an FBI Hazmat Incident declared by an Incident Commander.

Request deployment of WMDCST(s) to the designated incident
staging area upon receiving a joint request, through OEM, from
either:

the Incident Commander and the DEP, or
the Incident Commander and the CSP.

Provide available State armory facilities for use as alternate care
facilities as requested by the IC or the Department of Public Health
through OEM.

Provide transportation for government officials as necessary.
Provide other National Guard resources as necessary and requested

by the Incident Commander or by other State agencies through
OEM.
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9. Office of Policy and Management (OPM):

a) Staff the State EOC and the Disaster Field Office (DFO) as
requested by OEM.

b) Authorize State agency requests for Federal assistance requiring a
State cost share.

C) Track State obligations associated with Federal assistance provided at
the request of the State.

10. Department of Public Health (DPH):

a) Staff the State EOC, the FBI Joint Operations Center and the FBI Joint
Information Center, as requested by OEM.

b) Activate the DPH Emergency Operations Center.

C) Dispatch a representative to the Incident Command Post to assist the
Incident Commander in identifying and obtaining public health/
medical resources of the State and Federal government needed for
response.

d) Assist local officials in developing appropriate public health response
strategies.

e) Act as the State counterpart agency for Federal health/medical
assistance by directing and coordinating all arriving Federal
health/medical personnel, equipment, and supplies until assigned to an
appropriate 1CS authority by the Incident Commander.

f) Develop formal requests for Federally provided health/medical
assistance to support health care facilities, EMS providers, and public
health officials in the following functional areas: (NOTE: Ina
Presidentially declared incident, requests will be submitted to
ESF#8-Health and Medical Services through the State Coordinating
Officer/Emergency Management Director. In a non-Presidentially
declared emergency, requests will be made directly to the appropriate
Federal agency, and OEM will be informed of the request.)

1) Assessment Teams for Health/Medical Needs
2) Health Surveillance Systems
3) Medical Care Personnel including but not limited to Disaster
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Medical Assistance Teams (DMATS), Specialized DMATS,
Disaster Mortuary Teams (DMORTS), and National Medical
Response Teams (NMRTS)

4) Health/Medical Equipment and Supplies (e.g. Strategic
National Stockpile)

5) Patient Evacuation to Definitive Medical Care Facilities that are
part of the National Disaster Medical System (NDMS) network

6) In-Hospital Care at Facilities in the NDMS Network.

7) Food/Drug/Medical Device Safety.

8) Worker Health/Safety.

9) Chemical Hazards Effects/ Treatment/Decontamination.

10) Public Health Information.

11)  Potable Water/Wastewater/Solid Waste Disposal

0) Track casualty/fatality information.

h) Identify, in consultation with the Incident Commander, area hospitals,
and EMS providers, short-term, alternate care facilities if hospital
capacity is overwhelmed.

) Provide toxicological and health risk assessment regarding the release.

)] Analyze samples at the State Health Department Laboratory.

11. Department of Public Safety (DPS):
a) Dispatch a representative to the Incident Command Post.

b) If appropriate and in consultation with the Incident Commander
(Fire Department Chief — senior fire officer in charge), assume
Incident Command in a situation requiring a tactical response unless
Incident Command has already been assumed by the local law
enforcement agency.

b) Staff the State EOC, FBI Joint Operations Center, the FBI Joint
Information Center, and the FBI Command Post.

d) Deploy the CSP Emergency Services Unit to:

1) Standby for, conduct, or assist local law enforcement in
conducting tactical response (if necessary) and search/
removal of secondary devices.

2) Provide other specialized services and equipment as
requested by the Incident Commander or other appropriate
ICS authority, as available (e.g. agent detection,
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reconnaissance for living victims, etc.).

e) Control traffic and access on State roads and highways traversing or
passing near the incident scene.

f) Assist local law enforcement with perimeter security, access control,
anti-looting patrols of evacuated areas.

12. Office of the State Medical Examiner (SME):
a) Dispatch a representative to the Incident Command Post to

authorize the movement of deceased persons by responders at the
scene and to authorize removal of deceased persons from the scene.

C) Provide and coordinate victim identification and mortuary services.
C) Determine facilities to be used as temporary morgues.
d) Develop requests for Federal assistance to:

1) Assist in victim identification and mortuary services, including
National Disaster Medical System (NDMS) Disaster Mortuary
Services Teams (DMORTS).

2) Set up and operate temporary morgue facilities.

3) Process, prepare, and dispose of remains.

(NOTE: In a Presidentially-declared incident, requests for Federal assistance
should be submitted through the State Coordinating Officer, usually the State
Emergency Management Director. In the absence of a Presidential declaration,
requests for Federal assistance provided under the National Disaster Medical
System should be made through the State Department of Public Health.)

13. Department of Transportation (DOT):

a) Staff the State EOC, the FBI Joint Operations Center (JOC), and the
FBI Joint Information Center (JIC) as requested by OEM.

b) Assist law enforcement authorities with traffic control.

C) If DOT-owned or operated transportation facilities are affected,
provide public information through the JIC regarding the status of
transportation facility services.

d) Provide CT Transit buses to assist with the transportation of

victims to alternate care facilities and transportation for other needs if
requested by OEM.
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14. University of Connecticut Health Center, Connecticut Poison Control
Center (CPCC)

a) Provide advice and consultation to health care providers and the
general public regarding the management of chemical exposures.

b) In the event of a chemical terrorist attack or a Hazmat situation with
the potential for chemical exposure and/or injuries, assist in the
coordination of hospital response by relaying information regarding
known or possible chemical entities, as well as providing information
regarding potential antidotes and their availability. Efficient
deployment of these functions is dependent on early communication
by first responders with the CPCC to identify substances
involved or initial symptoms of those injured, as well as utilization of
the CMED system with hospital notifications.

C) Utilize toxicology clinic for subsequent follow-up of victims, or
coordination of follow-up with other medical providers throughout
the State.

C. Federal Agencies
1. Department of Justice/Federal Bureau of Investigation (FBI)

a) Act as the overall Lead Federal Agency (LFA) until the LFA
designation is given over to FEMA at the direction of the U.S.
Attorney General.

b) Act as Lead Federal Agency for crisis management (law
enforcement).

C) Determine when a threat of terrorism warrants consultation with
the White House (through the U.S. Attorney General), FEMA and
the Connecticut State Police.

d) Advise the White House (through the Attorney General) when the
FBI requires assistance for a Federal crisis management response,
in accordance with Presidential Decision Directive (PDD) 39
Domestic Deployment Guidelines.

e) Work with FEMA to establish and operate a Joint Information
Center (JIC) in the field as the focal point for information to the
public and the media concerning the Federal response.

f) Establish the primary Federal operations centers for the crisis
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9)

management response in the field and in Washington, D.C.

Appoint an FBI On-Scene-Coordinator (or subordinate official) to
manage and coordinate the crisis management response. The OSC
will convene meetings with operational decision-makers representing
Federal, State and local law enforcement and technical support
agencies, as appropriate, to formulate incident action plans, define
priorities, review status, resolve conflicts, identify issues that

require decisions from higher authorities, and evaluate the need for
additional resources.

Have charge of any law enforcement investigation at the scene of
any chemical incident known or suspected by the FBI to have been a
criminal act.

Issue and track the status of crisis management actions assigned by
the FBI.

Designate appropriate liaison and advisory personnel to support
FEMA.

2. Department of Homeland Security/Federal Emergency Management
Agency (FEMA)

a)

b)

Act as Lead Federal Agency (LFA) for consequence management (i.e.
response and recovery).

Determine when consequences are “imminent” for the purposes of
mobilizing and providing assistance under the Stafford Act.

Consult with the Governor’s office and the White House to
determine if a Federal consequence management response is required
and if FEMA is directed to use Stafford Act authorities. Notify and
coordinate with the FBI, the LFA for crisis management.

Work with the FBI to establish and operate a JIC in the field.

Establish the primary Federal operations center for consequence
management in the field and in Washington, D.C.

Appoint a Regional Operations Center (ROC) Director or a Federal
Coordinating Officer (FCO) to manage and coordinate the Federal
consequence management response in support of State and local
governments. In coordination with the FBI, the ROC Director will
convene meetings with decision makers representing Federal, State
and local emergency management and technical support agencies, as
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appropriate, to formulate incident action plans, define priorities,
review status, resolve conflicts, identify issues that require decisions
from higher authorities, and evaluate the need for additional
resources.

9) Issue mission assignments to Federal consequence management
agencies and track the status of consequence management actions
assigned by FEMA.

h) Designate appropriate liaison and advisory personnel to support the
FBI operations at the Joint Operations Center (JOC) and the
FBI Strategic Information and Operations Center (SIOC) in
Washington, DC.

i) Expedite processing of requests for Presidential Emergency and
Disaster Declarations under the Stafford Act.

3. Other Federal Agencies (Including Health and Human Services,
Environmental Protection Agency, Coast Guard, Department of
Defense)

Provide direct support to Incident Commander in accordance with agency
statutory authorities and existing Federal plans (e.g. National Contingency
Plan, National Disaster Medical System Plan, National Pharmaceutical
Stockpile Plan) until a Lead Federal Agency is designated (FBI for crisis
management or FEMA for consequence management) in accordance with
the Federal CONPLAN and Federal Response Plan (FRP). At such time
Federal agency support will be coordinated by and through the Lead Federal
Agency for that function (i.e. crisis or consequence management) and
requests for Federal assistance from the Incident Commander and State
agencies will be submitted through the State Coordinating Officer (usually
the Director of the State Office of Emergency Management).

D. Private and/or Voluntary Agencies

1. American Red Cross (ARC):

a) Staff the State EOC, as requested by the State Office of Emergency
Management.

b) Staff the local EOC as requested by an appropriate local authority.

C) Provide shelter management and mass care for persons evacuated
from areas affected or threatened by an FBI Hazmat Incident.

d) Provide crisis counseling to services to victims and their families.
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e) Establish and operate a Disaster Welfare Inquiry (DWI) System if

appropriate.
2. Association of Connecticut Ambulance Providers:
a) Work with State and local authorities to coordinate ambulance

transportation.
b) Provide stand-by units at disaster sites for on-site medical care.

C) Coordinate with State and local agencies for non-ambulatory
evacuations.

d) Assist in set-up and manning of Triage and Field Treatment Areas.
3. Connecticut Hospital Association (CHA):
a} Activate CHA Emergency Operations and Communications Center.
b) Provide communication and coordination between hospitals and the
State Department of Public Health regarding numbers of victims
being treated, hospital capacity, hospital operations, and the need for

medical personnel, equipment and supplies.

C) Provide information to the State EOC regarding status of hospitals
and medical needs.

4. United Way of Connecticut (Infoline 211)
a) Operate a donations management hotline as requested by the Office
of Emergency Management and track offers of donations (both

goods and services).

b) Provide victims and their families with referrals to appropriate
medical, mental health and emergency/disaster assistance services.

5. Hospitals:

a) Accept and treat victims to the extent possible in accordance with
facility plans for a chemical mass casualty incident. Hospital plans
for a chemical incident should include provisions for:

1) Lockdown to avoid contamination and hospital shutdown.

2) Establishment of a single point of entry and egress.
3) Use of Incident Command System (ICS).
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4)
5)

6)
7)
8)
9)

10)
11)

12)

13)

14)

15)

16)

Establishment of a triage area outside the facility.
Establishment of a decontamination station outside the
hospital.

Wearing of appropriate PPE by hospital personnel (Class 3).
Identification of bed availability.

Mobilization of off-duty hospital personnel and amateur
radio operators.

Activation of family care centers for dependents of hospital
staff.

Use of pre-established medical treatment protocols.
Initiation of patient evacuation plans, internally within the
hospital and to other hospitals/care facilities.

Notifying the State Department of Public Health Emergency
Operations Center (EOC) and other health care providers
(through the CT Hospital Association EOC) of the status of
hospital readiness, operations and requirements for medical
personnel, equipment and supplies.

If possible, providing a Public Information Officer (P10) to
the FBI Joint Information Center.

Coordinating with on-scene medical command and incoming
ambulances through CMED regarding patient distribution,
symptoms, treatment, decontamination and disposition.
Activation and use of the CT Hospital Association
communications infrastructure to assist with coordination of
activities with other hospitals, CMED, and on-scene medical
command.

Responding to requests from the American Red Cross
Disaster Welfare Inquiry System for information on the
location of family members.
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APPENDIXA
INCIDENT COMMANDER RECONNAISSANCE AND RESCUE GUIDELINES
FOR AN FBI HAZMAT INCIDENT

Incident Commanders arriving at the scene of an FBI Hazmat mass casualty incident will first need
to determine whether a Hot Zone reconnaissance mission and rescue of victims should be
attempted with the available personnel and equipment. Numerous factors must be considered in
making such a difficult decision. Guidelines for rescue operations in chemically contaminated
environments by firefighters in standard turnout gear and self-contained breathing apparatus (SCBA) have been
developed by the US Army Soldier, Biological, Chemical Command (SBCCOM) Domestic
Preparedness Chemical Team.

As a matter of policy, the State of Connecticut advises against attempting Hot Zone reconnaissance
and rescue missions in FBI Hazmat Incidents except by properly trained and equipped personnel, in
accordance with standard operating procedures for hazmat incidents. The risk to firefighters in
turnout gear and SCBA rescuing persons already incapacitated by a highly toxic chemical may not be
warranted in situations where appropriate and timely medical treatment at the scene (e.g. antidotes)
is not available for such severely symptomatic victims. However, the decision to attempt Hot Zone
reconnaissance and rescue using firefighters in turnout gear and SCBA is a situation-dependent
decision that the Incident Commander will have to make at the time of the incident.

(See “Guidelines for Incident Commander’s Use of Firefighter Protective Ensemble with SCBA for Rescue
Operations During a Terrorist Chemical Agent Incident,” August 1999, by the US Army Soldier and Biological
Chemical Command. Also see “Use of Positive Pressure Ventilation Fans to Reduce the Hazards of Entering
Chemically Contaminated Buildings — Summary Report,” October 1999, also by SBCCOM).
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APPENDIX B

AGENT INDICATORS, WEATHER ASSESSMENT, AND CRIME SCENE

CONCERNS FOR FIRST RESPONDERS

A. Indicators of Chemical Agent Use

1.
2.

3.

11.

12.

A stated threat to deploy a weapon of mass destruction (WMD) chemical agent.
Unusual numbers of dying animals are present. For example all the birds that are
usually present at outside trash bins are dead.

Lack of insect life. 1f normal insect activity (ground, air, and/or water) is missing,
then check the ground/surface water and shoreline for dead insects.

Numerous individuals are experiencing unexplained water-like blisters, wheals
(like bee stings), and/or rashes.

Numerous individuals are exhibiting serious health problems ranging from nausea
to disorientation to difficulty breathing to convulsions to death. It is apparent that
a mass casualty incident exists.

There is a definite pattern of casualties (i.e., the casualties are aligned with the
wind direction outdoors). Casualties are distributed in a pattern that may be
associated with possible agent dissemination methods (i.e., lower number of ill
people working indoors versus outdoors, or outdoors versus indoors).

Unusual liquid droplets are present. Numerous surfaces exhibit oily droplets/film;
numerous water surfaces have an oily film. (No recent rain.)

Unscheduled and unusual spray being disseminated.

Abandoned spray devices, such as chemical sprayers used by landscaping crews.
Unexplained odors are present. It is important to note that the particular odor is
completely out of character with its surroundings (e.g., the smell of garlic,

coupled with above symptoms is indicative of mustard agent).

Low-lying clouds or fog-like condition exists that is not explained by its
surroundings or weather conditions.

Unusual metal debris present — unexplained bomb/munitions material, especially
if it contains a liquid and there has been no recent rain.

B. Indicators of Biological Agent Use

Indicators that a WMD incident involving biological agents has taken place, depending on the
biological toxin or pathogen, take between 18-36 hours to manifest themselves. If indications are
present, they may include:

1.
2.

A stated threat to deploy a biological agent has been received.

Unusual numbers of sick or dying people and animals. For example, all the birds
that are usually present near outside trash bins are dead; there are no insect
sounds, etc.

Reported illness reflects an unusual or impossible agent for the geographic area,
or there is an unusual distribution of the disease (i.e., the casualties are aligned
with the wind direction outdoors.).
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4, Unscheduled and unusual spray being disseminated.
5. Abandoned spray devices, such as chemical sprayers used by landscaping crews.
6. Unusual swarms of insects.

C. Indicators of Radiological Agent Use

Unless confirmed by radiological detection equipment the presence of a radiation hazard is difficult
to ascertain. Indicators may include:

1. A stated threat to deploy a nuclear or radiological device.
2. Radioactive placards or warning materials.

D. Weather Assessment: an Important Factor in Incident Assessment

The impacts of chemical, biological and radiological agents are affected by weather conditions.
Accordingly, detailed and accurate assessments of weather conditions and forecasts are critical
elements in the tactical management of WMD emergencies. Weather effects to consider include:

1. Sunlight — Ultraviolet light found in sunlight helps kill biological agents.

2. Temperature — Temperatures above 100 degrees Fahrenheit begin killing off
biological agents. Freezing temperatures can render biological agents dormant.
(Exception: Organisms in a spore state — such as anthrax - will be unaffected by
temperature changes.)

3. Temperature Gradient — Elevation influences temperature. For each ten meters
from ground level there is a different temperature known as the temperature
gradient. This factor causes biological agents to hold close to the ground.

4, Wind — Wind aids the dispersal and spread of chemical, biological and nuclear
agents. Wind direction and speed influence the resulting plume and must be
considered when setting up zones of operation and making evacuation decisions.

5. Precipitation — Precipitation can influence agent dispersal and the spread of
contaminated areas (i.e., run-off). In biological WMD situations, the quantity of
rain can either kill or stimulate the growth of individual agents.

6. Humidity — Higher humidity levels cause the pores on human skin to open up,
aiding the absorption of agents.

E. Crime Scene Concerns for First Responders

Upon declaration of a possible WMD incident, by the Incident Commander, the incident scene now
becomes a potential crime scene — the scene of a deliberately violent and possibly lethal act. Upon
declaration of a possible WMD incident, by the IC, first responders should not touch anything at the
scene unless:

it is absolutely necessary for the performance of their official duties, or
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it is done with the concurrence of the appropriate law enforcement official (i.e., the FBI,
if present).

Emergency response personnel will be required to work closely with law enforcement personnel to
preserve critical evidence at the crime scene while simultaneously performing life saving actions and
implementing the necessary protective actions for people at risk.

First responders may have the opportunity to observe factors that will be significant to the criminal
investigation. First responders become potential witnesses and potential sources of intelligence in
support of the crime scene investigation.

First responders must also consider the possibility that the perpetrator may be one of those that are
among the injured or dead. When responders know that the incident site is also a crime scene they
must assume that any one of the victims could be a potential suspect. Therefore, if practical and
reasonable, when victims are being treated for their injuries, they should also be searched for
weapons.
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APPENDIX C
SITE SET-UP

A. Site Set-Up Procedures

The Incident Commander will prepare and maintain (or assign personnel to prepare and maintain) a

diagram/map of the incident site with notations of where boundaries/perimeters have been

established. This diagram will be updated as the nature of the incident and the emergency response

evolve. This incident site map will be used as part of the Incident Action Plan and will be used in
briefings. The Incident Commander will:

1.

Set-up site perimeters, taking into consideration:

a.

Type of agent delivery
Identity of agent if known
Blast (did it create a cloud or was delivery circular?)
Air delivery (what is the direction of wind, height above ground?)
Inside building (did any contamination get outside?)

Wind direction and speed
The stronger the wind, the farther the contamination will carry.

However, wind speeds greater than 20 mph will cause breakup of the
agent.

Terrain
Large trees/forests and tall buildings will limit dispersal.
Open fields allow for wider dispersal.

Location of waterways
If a lake, stream, river or some other waterway is in the Hot Zone

(Exclusion Zone), plan for waterborne delivery of contamination
downstream.

Establish inner and outer perimeters and crime scene protocols.

Establish clear ingress/egress and parking areas for emergency vehicles (site traffic

plan).

Assess and clear incident areas, which may contain secondary devices or hazards.

Establish three zones (Hot Zone, Warm Zone, Cold Zone) upwind from the
incident site. Once boundaries are set, determine access and staging points.

Establish personnel accountability report (PAR) system for all who enter or exit
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the Hot Zone.

7. Ensure Patient Transfer Points and Entry/Exit Control Points (used by rescue and
by decontamination personnel) are separated from each other and that both are
easily accessible to vehicular travel.

8. The setting of boundaries for a mass casualty FBI Hazmat Incident should be
established based on the assumption that the incident site is still Hot. The possibility
of further detonation, structural collapse, fire, booby traps, or chemical agent release
must be considered.

B. Hot Zone

The Hot Zone (also known as the Exclusion Zone) is the area immediately around the incident
site/munitions/device. Only properly trained and equipped rescue personnel and emergency
operations personnel should enter the Hot Zone. Entry and exit from the Hot Zone is controlled at
designated Entry and Exit Control Points. All personnel who enter/exit the zone should be
accounted for at the Control Points. All patients taken out of the zone should also be accounted for
at the Exit Control Point. All personnel in the Hot Zone should be in full protective gear. The
Entry Control Point should be a minimum of 75 feet (25 meters) upwind from the source. Greater
distances may be required depending on the nature of the incident. The Entry and Exit Control
Points should be outside of the radius of possible direct contamination. Vehicles may be used in the
Hot Zone, but are then considered contaminated and must not cross over the Hot Line until the
incident is terminated. They must later be decontaminated. Minimal medical care is done in the
Hot Zone, limited to hasty airway control, controlling hemorrhage, and the use of chemical agent
antidotes if available.

C. Warm Zone

The Warm Zone (also known as the Contamination Reduction Zone) is upwind and uphill from the
Hot Zone. Rescue, decontamination and medical personnel will be working in this Zone. All
personnel must be in appropriate protective gear as determined by the Incident Safety Officer.
Entry to the Warm Zone from the Cold Zone is via the Entry Control Point for all personnel. Exit
from the Warm Zone for all patients is via a separate Patient Transfer Point. All personnel entries
and exits and all patient exits must be logged. The Warm Zone should be a minimum of 15 feet
wide, but may need to be wider depending on the number of personnel working in the zone and the
number of victims requiring decontamination. In a large-scale chemical attack, the Warm Zone will
likely be 50-100 yards wide, or wider.

The Primary Triage Line is where rapid triage, sorting, and life-saving treatment of victims takes
place. Patients able to walk unassisted, talk, understand directions and who have no evidence of
liquid agent on them are sent to the Patient Assembly Area for ambulatory victims. Non-
ambulatory patients, patients unable to talk or follow directions, and patients exhibiting signs of
liquid exposure, are sent to a separate Patient Assembly Area for non-ambulatory victims (even
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though some of these victims are still ambulatory at the time of Primary Triage, they are likely to
become non-ambulatory within a short time).

Medical treatment in the Warm Zone is limited to stabilizing patients long enough to get them
through decontamination procedures. Medical treatment will usually involve only airway control,
hemorrhage control, and seizure control. MARK 1 kits (An antidote kit for organophosphorus
[nerve agent/pesticide] poisoning, containing atropine and pralidoxime chloride administered by
autoinjection) and CANA (Convulsant Antidote for Nerve Agent containing diazepam and
administered by autoinjector) can be given for nerve agent exposure.

Victims triaged into the RED-Immediate category go through litter decontamination first, followed
by non-ambulatory YELLOW-Delayed patients. Ambulatory YELLOW-Delayed victims should go
through ambulatory decontamination. After decontamination, all patients exit the Warm Zone via
the Patient Transfer Points to the Treatment Area. No contaminated material, including litters,
dressings, and clothing should pass into the Cold Zone.

All Hot Zone and Warm Zone emergency personnel should undergo decontamination at a separate
decontamination station for emergency personnel before returning to the Cold Zone. Personnel
working in the Warm Zone enter/exit the zone via the Entry Control Point rather than the Patient
Transfer Point, to avoid congestion and confusion at the Patient Transfer Point.

D. Cold Zone

The Cold Zone (also known as the Support Zone) is upwind and uphill from the Warm Zone. All
personnel should have protective gear immediately at hand, in case of wind shift or improper
decontamination. Patients enter the Cold Zone via the Patient Transfer Points. Cold triage and
medical care is then performed in the Treatment Areas. A spectrum of medical care can be done at
the Treatment Areas, depending on supplies, personnel and expertise available. Patients are then
moved to the nearby Loading Area for medical transport to medical facilities.

The Incident Command Post must be set up in the Cold Zone.

E. Scene Control Procedures

1. To prevent further contamination to personnel, scene control is imperative. Victims
(people inside the Hot or Warm Zones) should be contained, and unauthorized
individuals (people outside the Hot or Warm Zone) should not be allowed to enter.

2. Inner and outer perimeters and crime scene protocols must be maintained.

3. Clear ingress/egress routes for emergency vehicles must be maintained, utilizing a
site traffic plan.

4. Victims exhibiting no signs of exposure should be directed to a Patient Assembly
Area for ambulatory victims. Following disrobing and clothing in clean garments or
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sheets, these patients should be quickly moved by non-medical transport to a non-
medical alternate care facility such as a school gymnasium for further observation
and evaluation. A paramedic unit for on-site medical observation and care should
staff the facility.

5. All individuals showing signs of contamination should be directed to the Warm
Zone for immediate decontamination procedures.

6. Many walking victims will leave the scene without being decontaminated and triaged

and will to go to nearby medical facilities. Scene control procedures and
decontamination and triage sites must be set up at nearby medical facilities.
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FIGURE 1 - FBI HAZMAT SCENE SET-UP
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FIGURE 2 -RECOMMENDED ICS STRUCTURE FOR AN FBI HAZMAT INCIDENT
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NOTES:

Command
Control

1 — Coordinates directly with the State EOC unless instructed to communicate through OEM Area Office.
2 — Many local mass casualty plans in Connecticut refer to this position as the EMS Control Officer
3 — Safety Officers and Assistant Safety Officers have the authority to stop any unsafe activities.
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A. Command Staff

1. Incident Commander

Pursuant to Section 7-313e of the C.G.S., the local fire chief/fire officer-in-charge at the
scene of any emergency will serve as the Incident Commander (IC). The Incident
Commander’s responsibilities include:

a)

Assessing the situation and classifying the incident. (An FBI Hazmat
classification should be used to indicate a hazmat incident with possible
criminal intent. Eyewitness reports or evidence of multiple, non-trauma-
related fatalities or serious injuries at the scene will be the criteria for
declaring an FBI Hazmat Incident.)

Ensuring initiation of the FBI Hazmat Incident notifications.
Establishing an Incident Command Post and communicating its location.

Appointing qualified personnel to appropriate ICS Command Staff and
General Staff positions. (NOTE: For the purposes of response to an FBI Hazmat
Incident with mass casualties or the potential for mass casualties, the Incident Command
System organization reflected in Appendix D, Figure 2, on the preceding page is
recommended.)

Ensuring that area hospitals are immediately notified (through CMED
system) and are provided the best available information regarding suspected
agents, nature of injuries, and potential patient caseloads.

Establishing operational priorities and objectives at the scene, to include:
1) Authorization of reconnaissance and life-saving missions in

contaminated environments. (See Appendix A, “Incident Commander
Reconnaissance and Rescue Guidelines for an FBI Hazmat Incident.”)

2) Implementation of public protective actions to prevent additional
casualties.

3) Coordination and control of all responders at the incident.

4) Establishing and communicating the location of the Hot Zone,

Warm Zone and Cold Zone.

5) Ensuring the identification of hazardous substances.
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6) Coordinating with the Chief Executive Officer and the local
Emergency Operations Center Supervisor.
7) Maintaining involvement through recovery phase.

2. Transition To Unified Command

FBI Hazmat Incidents will employ a Unified Command as soon as feasible at which time
both consequence and crisis management activities may be conducted simultaneously. The
purpose of the Unified Command is to ensure that all agencies (Federal, State and local) with
statutory jurisdiction at the scene jointly participate in a process to jointly determine
operational priorities and objectives in a way that allows each agency to fulfill its statutory
mandates. The Unified Command will include the:

a) Local Incident Commanders (i.e. fire chief/fire officer-in-charge when on-scene)
of directly affected municipalities

b) Senior on-scene police representative of any directly affected municipality

c) Senior on-scene representative of the State Police

d) Senior on-scene representative of the Federal Bureau of Investigation (FBI)

e) Senior on-scene representative of the Office of the State Medical Examiner (if
fatalities are involved)

f) Senior on-scene representative of any other responding agency with statutory
jurisdiction over some aspect of response operations.

The senior representatives of all other supporting agencies operating at the scene of an FBI
Hazmat Incident will also report to the Incident Command Post to coordinate with, advice
and support the Unified Command.

The Unified Command will jointly exercise all the command functions of the Incident
Commander.

The Incident Commander/Unified Command will appoint the Command Staff Officers
described in paragraphs 3-5, below.

3. Incident Safety Officer

The Incident Safety Officer assesses hazardous and unsafe situations, and develops measures
for assuring personnel safety. The Incident Safety Officer may exercise emergency authority
to directly stop unsafe acts if personnel are in imminent, life-threatening danger. Only one
Incident Safety Officer will be named to an incident.

It is recommended that, initially, the Incident Safety Officer for an FBI Hazmat Incident be
an officer of the local fire department from the municipality in which the incident occurs. It
is further recommended that the Incident Commander/Unified Command appoint a

qualified representative of an organized hazardous materials response team if available, or, if
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not available, the CT DEP Oil and Chemical Spill Division, to assume this position at the
earliest possible time.

The Incident Safety Officer may have assistants as necessary. The assistants may be chosen
from other agencies. It is recommended that three (3) Assistant Safety Officers be
appointed by the Incident Commander/Unified Command in an FBI Hazmat Incident, and
that they be called:

Assistant Safety Officer, Hazardous Materials Branch
Assistant Safety Officer, Emergency Medical Services Branch
Assistant Safety Officer, Law Enforcement Branch

Initially, the Assistant Safety Officers should be officers of the local fire department from
the municipality in which the incident occurs. The Incident Commander/Unified Command
should appoint qualified representatives of an organized hazardous materials response team,
or the CT DEP Oil and Chemical Spill Division, to assume these positions at the earliest
possible time.

4. Public Information Officer

The Public Information Officer (P10O) is the central point for dissemination of information
to the news media and other agencies and organizations. Only one P1O should be named.
It is recommended that the PIO for an FBI Hazmat Incident be an officer of the local fire
department from the municipality in which the incident occurs.

Other agency spokespersons arriving at the scene will have the title of Assistant Public
Information Officer and should coordinate their activities with the PIO named by the
Incident Commander/Unified Command throughout the duration of the incident.

After the Joint Information Center (JIC) is established by the FBI, the P1O designated by
the Incident Commander/Unified Command will serve as the P10 for consequence
management and will coordinate closely with the FBI P10 supervising the JIC, who will
serve as the lead P1O for crisis management activities.

5. Liaison Officer

The Liaison Officer is the point of contact at the incident scene for agency representatives
of assisting or cooperating Federal, State and local response agencies. The agency
representative of each response agency operating at the scene must provide the Liaison
Officer with contact information for the purposes of interagency coordination. The
Incident Commander/Unified Command may communicate with assisting or cooperating
agencies through the Liaison Officer.
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The Incident Commander/Unified Command will appoint the Liaison Officer. Itis
recommended that the Liaison Officer be an officer of the local fire department of the
municipality in which the incident occurs.

B. General Staff
1. Operations Section Chief / Operations Section

As additional resources are committed and the incident becomes more complex, the
Incident Commander/Unified Command should establish a separate Operations Section
headed by an Operations Section Chief. The Operations Section Chief assumes command
of the incident scene, while the Incident Commander/Unified Command manages the
overall ICS organization.

The Operations Section Chief should initially be the local fire department officer at the
scene most qualified to manage response operations involving hazardous materials.

The Unified Command should also appoint a Deputy Operations Section Chief from the
FBI.

The Operations Section is responsible for the direction and coordination of all tactical
operations at the scene and coordinates the operations of the:

= Hazardous Materials Branch
= Emergency Medical Services Branch
= | aw Enforcement Branch

2. Planning Section

It is recommended that in an FBI Hazmat Incident, a separate Planning Section not be
created by the Incident Commander/Unified Command. This function should be retained
by the Incident Commander/Unified Command and incident action plans should be verbally
conveyed to the Operations Section Chief given the urgent need for rapid response actions
and the probability that emergency operations at the incident scene will last only a few hours.

3. Logistics Section

The logistics function (obtaining resources required by the Incident Commander/Unified
Command) should be located in the local EOC which in most cases is the local facility best
suited to house this function. An FBI Hazmat Incident may require the logistics function to
support emergency response activities being conducted at venues other than the incident
scene (e.g. shelters, family assistance centers, temporary morgues) indicating a need to locate
the logistics function away from the immediate incident scene.
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